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Welcome
Dear CIMIC Handbook users,

The CIMIC Centre of Excellence (CCOE) has launched the fully revised CIMIC
Handbook (CHB) in a convenient online format that you can access from your
computer, tablet, or smartphone wherever you are. You can easily access the CHB,
keep up to date with the latest information and best practice in CIMIC, and use it online
as usual.

We value and welcome your feedback and suggestions to help us improve the CHB.
If you have any constructive recommendations, best practices, or new templates that
may be useful to others, please contact us at handbook@cimic-coe.org.

Our website, www.cimic-coe.org, contains the latest version of this handbook. You are
welcome to use it online or print it as a hard copy.

The purpose of the CHB is to provide guidance on tactical and operational command
levels for all personnel involved in CIMIC. It is especially useful for those at the tactical
echelon across the entire mission spectrum. The content of the handbook has been
adjusted to the rapidly changing operational environment and is grounded in NATO
doctrine and the procedural foundations of NATO Command and Force Structure.

Attention has been given to CIMIC's contribution to decision making, planning, and
execution. The CHB focuses on the Tactical Planning Process and the role of CIMIC
in every step of it. It also briefly introduces CIMIC contribution to the Operational
Planning Process.

The CCOE has thoroughly reviewed, updated, and designed all the chapters of the
CHB, with direct input from field experience, doctrine, and publications. It is important
to note that the CHB is a one-of-a-kind product of the CCOE and not a NATO
publication.

1. Introduction

As a member of the CIMIC Staff, whether you are a staff member or a fieldworker, you
may be required to undertake missions that involves different types of relationships
ranging from cooperation to armed conflict. In such circumstances, you may need to
perform specific CIMIC tasks and interact with various military and non-military actors,
such as the host nation's (HN) armed forces, public administration, Non-Governmental
Organisations (NGO), the private sector, or the local population. Additionally, you may
be tasked with representing your unit at civil-military conferences or as a liaison at
multinational and national HQs or crisis response assemblages. This ensures an
unrestricted link to the civil sector in support of NATO's contribution to a
comprehensive approach.


mailto:handbook@cimic-coe.org
http://www.cimic-coe.org/

Chapter 2 of this handbook provides you with the fundamentals of NATO CIMIC. It is
designed to support your doctrinal knowledge and to make you aware of the context
in which CIMIC, as a Joint Function must be understood. The comprehensive
approach is described as one of the key tenets of NATO CIMIC, and the Joint Function
Framework is introduced to ensure your understanding of all Joint Functions and the
role of CIMIC within this framework. This chapter also clarifies the distinction between
the Joint Function CIMIC and the staff function CIMIC by explaining their core
activities. While this chapter may be seen as high-level doctrine, CIMIC operators
need to understand that CIMIC as a joint function is crucial for their task, even at the
lowest tactical level. Therefore, this chapter also highlights cooperation with the staff
and HQ and the integration and interaction with other internal branches. Furthermore,
this chapter points out the CIMIC contribution to non-NATO military organisations
such as UN forces and CIMIC relationships with US Civil Affairs (CA). It will help you
figure out distinctions and similarities, different approaches, divergences, and different
ambitions.

The CIMIC contribution to operations across all domains and tactical activities is
covered in Chapter 3.

Chapter 4 describes the various relevant actors and their principles. It identifies the
responsibilities of (non-military) actors within their areas of expertise.

Chapter 5 describes the step-by-step contribution of the operational and tactical
planning process, highlighting the role of the CIMIC Staff. This chapter focuses on the
proactive contribution of the CIMIC Staff in the tactical planning process and the key
outcomes of each step.

Chapter 6 covers the military's role in human security and the Cross-Cutting Topics
(CCTs). The CCTs cover various topics that could impact the mission in different ways
but are not the military's main responsibilities. As such, you may often be responsible
for considering them.

Chapter 7 deals with resilience. It focuses on layered resilience, resilience through
civil preparedness, and the seven baseline requirements.

Chapters 8 contain templates, sketches, and reports that can be helpful in your daily
work, training, exercises and missions.



2. Fundamentals

2.1 NATO CIMIC

Civil-military cooperation. Atthe military-strategic, operational and tactical level, the
Alliance ensures the efficient synchronization between the instruments of power by
applying a comprehensive approach in which CIMIC plays a key role in synchronizing
military and non-military activities by establishing liaison with relevant non-military
actors and integrating the civil factors into the military understanding. CIMIC is defined
as: “A military joint function that integrates the understanding of the civil factors
of the operating environment, and that enables, facilitates and conducts civil-
military interaction to support the accomplishment of missions and military
strategic objectives in peacetime, crisis and conflict.”! CIMIC is an integral part
of all NATO core tasks. Its principles and core activities apply to all campaign themes,
types of operations, vigilance activities, and command levels.

Understanding of the operating environment. The operating environment is the
context of a mission and includes all the elements, conditions, circumstances, and
influences that affect a commander’s decision making. The operating environment
can be seen as a global set of complex, dynamic and interrelated networks comprising
political, military, economic, social, infrastructure and information (PMESII) systems,
each exerting pressure and influence on the others. Understanding the nature and
interaction of these systems as part of mission analysis - providing a comprehensive
understanding of the operating environment - helps commanders to define their
engagement space? and affects how they plan and conduct joint actions within this
space. CIMIC contributes to a comprehensive understanding of the operating
environment (CUOE )by identifying, assessing, and analysing civil factors.

2.1.1 Behaviour-centric approach and Comprehensive Approach

Introduction. The key tenets (principles) of NATO doctrine are: behaviour-centric
approach; manoeuvrist approach; the comprehensive approach; and mission
command, which together guide commanders’ thinking. CIMIC is fundamental in
applying the comprehensive approach and the behaviour-centric approach.

These two approaches are defined as follows:

Behaviour-centric approach3. The behaviour-centric approach recognises that
people, with their behaviour and attitudes are central for achieving the end state. For

1 NATO Agreed, 2022-08-04

2 Engagement space: the part of the operating environment where actions and activities are planned and
conducted (NATO Agreed, 2022-03-02).

3 See Allied Joint Publication (AJP)-01(F) Allied Joint Doctrine 4.4 for more detail.
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this reason, the behaviour-centric approach focuses on changing people’s attitudes
and behaviour. It categorizes people and groups within audiences into:

1) Actors, who perform actions affecting the end state,

2) Stakeholders, who can affect or are affected by the attainment of the
end state, and,

3) The public, which is aware of activities which may affect the end state.

All audiences have attitudes ranging from friendly through supportive, neutral,
unsupportive to hostile. In addition, actors can be categorized as Alliance, partner,
neutral, rival, adversary and enemy (see Fig. 1.1).

Public — aware of activities that may affect the end state

Stakeholder — can affect or is affected by the attainment of the end state

Actor — actions are affecting the attainment of the end state

Adversary

Friendly Supportive Neutral Unsupportive

Attitude/behaviour
All audiences will have an attitude ranging from friendly to hostile

Figure 2.1 - Audiences in the operating environment*

For CIMIC, it is crucial to analyse the behaviour and attitude of non-military audiences
(actors, stakeholders, and public) and to assess their potential to affect (positively and
negatively) their own (military) capabilities, actions, effects, and objectives. CIMIC
identifies relevant non-military actors and stakeholders and assesses how far they can
be motivated to integrate or synchronize their capabilities, capacities and resources
with own military operations and activities. Vice versa, it has to be assessed if military
capabilities can contribute to the objectives of non-military actors relevant to the
comprehensive approach. CIMIC aims to develop or maintain non-military actors'
supportive attitudes towards NATO, ideally creating partnerships.

Comprehensive approach. NATO’s member nations' instruments of power include
military, diplomacy, information and economic. A comprehensive approach combines

4 See Allied Joint Publication (AJP)-01(F), Allied Joint Doctrine, Chapter 4.
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all available political, military and civilian capabilities, in a concerted effort to attain the
desired end state. The military instrument, upon tasking, will work towards the end
state by pursuing military strategic objectives. However, the military instrument of
power (MIoP) alone cannot achieve the end state. The comprehensive approach
strives to optimize the synchronization of political, military and civilian capabilities.®

2.1.2 NATO CIMIC principles

Applying a comprehensive approach requires commanders, their headquarters, and
forces to understand the motivations, culture, and principles of friendly, neutral,
adverse, and potentially hostile non-military actors. In order to promote unity of
purpose, they have to invest in building trust and relationships with friendly and neutral
non-military actors based on cultural awareness, seeking common goals, and being
transparent, open and consistent in their communication.

Leading principles for CIMIC are:

Sovereignty of HNs. Sovereignty is the right of a government to have complete
control over its area. Foreign forces in NATO HNs must adhere to local guidelines and
directions given by (local) government and military institutions. For example, before
planning a staging area for a unit, the local government institutions should be
consulted and asked for permission, usually through military-to-military liaison.

Civil primacy for non-military tasks. Civil primacy means that the civil government or
civil services are first responsible for non-military tasks. For example, when a public
road is unusable for military use, it is the responsibility of the authorities to do
something about it. In case of a lack of road maintenance capability, the military might
facilitate, support or completely make the road usable for military means after
consultation with civil authorities.

Understanding of non-military actors and respecting their autonomy in decision-
making. Especially knowing about their objectives and strategies as a part of
accomplishing the mission is crucial. This understanding should include the objectives
structures and mindset of both informal and formal actors.

Clear distinction between the role and function of military actors and non-military
actors, especially  those  operating under  humanitarian principles.
To prevent non-military actors from becoming targets, it is important to ensure a clear
distinction between military and non-military actors. 10s and NGOs working under
humanitarian principles, which are explained in the chapter relevant actors.

Proactive interaction with all relevant non-military actors, activities and operations
active in the AOR is key to identifying capabilities contributing to the accomplishment
of the mission. Commanders in particular must maintain continuous and effective
communication with their correspondent non-military counterparts at local, regional,
national and international levels.

5 See Allied Joint Publication (AJP)-01(F) Allied Joint Doctrine 4.22- 4.24 for more detail.
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Interaction based upon mutual respect, knowledge of respective roles, trust and
transparency. Institutional understanding, credibility and reliability are key.

Levels of interaction with non-military actors

Relationships between military and non-military actors are formed and influenced by
the autonomy of each actor and cannot be compared to military command and control
authority; therefore, different levels of interaction apply. There is no common
agreement on these terms; non-military actors may use them interchangeably or with
different meanings. However, these descriptions are provided as a baseline for
common understanding. Levels of interaction range from integration to coexistence:

Amount of interaction

(essential dialogue and

COEXISTENCE

) i I coordination)
(no (direct) interaction)

o . Integration
Coordination
° De-confliction

Distance
to
military

Consultation

. .
Coexistence

Figure 2.1.1 — Level of Interaction

Integration can be described as the process of operating together to achieve a unified
end state. Integration represents the maximum level of interaction between two actors,
which implies working to plan and execute mutual actions within a common
engagement space. For example, civil and military authorities form an integrated staff
to plan and synchronize military and non-military activities to plan a military operation
and mitigate the impact on civil society.

Cooperation is the process of acting together for mutual benefit. It involves working
in harmony, side by side and implies an association between actors. Cooperation is
a concept of interaction in which planning and activities are carried out jointly and/or
in support of each other. Cooperation with other actors does not mean giving up
authority and autonomy or becoming subordinated to the direction of others. For




example, where Civil Defence staff personnel and Military Staff plan to work together
through a form of liaison arrangements and plan a military operation and the
evacuation of civilians together in one (or two simultaneous) planning processes so
the activities.

Coordination is the process of bringing together different elements of a complex
activity or organisation into an efficient relationship. Defined relationships may foster
harmony and reduce friction among the participants. Coordination activities include
exchanging information, agreeing on joint policies and actions, and harmonizing
individual activities. An example of coordination is the UN Cluster Approach, in which
stakeholders on different humanitarian topics come together to coordinate.

De-confliction is the process of avoiding undesirable interference among actors,
especially where they perform the same function or occupy the same physical space.
This could be done through liaison exchange or setting up meetings when an
interfering actor is identified during the planning process. For example, a deconfliction
with a non-military actor when freedom of movement is hindered through rerouting
internally displaced person (IDP) movements.

Consultation seeks the opinion or advice of other actors, which may include the
exchange of information and discussion.

Coexistence is the state or condition of existing at the same time or place. Two or
more actors may be aware of each other’s presence but will not directly interact
because there is no need to.

2.2 CIMIC within the Joint Function Framework

General. To be successful, commanders and their staff should develop and maintain
situational awareness, balance ends and means, determine ways, and orchestrate
and direct actions and capabilities using conceptual frameworks to aid understanding
and design operations. They include Analytical (uses PMESSII), Operations (uses
Shape, Decisive and Support), Functional (uses Find, Fix and Strike) and
Geographical (uses Deep, Close and Rear) frameworks.

The joint function framework assists commanders in integrating political, military and
civilian actions through the operational domains. In all NATO activities and operations,
these joint functions are to be considered, although the individual functions’
contributions, significance and demands will vary. The joint function framework
combines manoeuvre, fires, information and CIMIC to create effects. It is informed
and directed by the joint functions of command and control and intelligence, and
supported by the joint functions of sustainment and force protection.



Command and Control Intelligence }— Informed and
directed by

Manoeuvre

joint
actions
to = Actions
create
effects

Civil-military

_ Information
cooperation

JOINT FUNCTION FRAMEWORK

=_—

Sustainment Force protection }_ Supported by

Figure 2.2 - The Joint Function Framework

All Joint Actions are enhanced by combining the Joint Functions to create converging
effects. The CIMIC core activities Civil Factor integration (CFl) and Civil-military
interaction (CMI) support joint action by synchronizing military and non-military
actions. The interdependencies of CIMIC and the other Joint Functions can be found
in AJP 3.19.

The Joint Function CIMIC plays a crucial role in understanding the human environment
and the overall operating environment. Through civil-military interaction (CMI), CIMIC
can improve communication and build mutual credibility. Additionally, by integrating
civil factors (CFI) with intelligence, CIMIC further contributes to a comprehensive
understanding of the operating environment.

10



Joint Function
Intelligence

Comprehensive
Understanding
of the
Operating Environment
(CUOE)

Figure 2.3 - Joint Functions contributions to CUOE

2.3 CIMIC core activities

The joint function CIMIC comprises two core activities, both Civil factor integration
(CFI) and Civil-military interaction (CMI) support the accomplishment of missions
and military objectives.

The CIMIC core activities are defined as follows:

CFIl encompasses the identification, analysis, and assessment of civil factors
of the operating environment in order to contribute to the decision-making
process (DMP).

CMl is defined as “activities between military NATO bodies and non-military
actors to foster mutual understanding that enhance effectiveness and efficiency
in crisis management and conflict prevention and resolution.”

Figure 2.4 CIMIC core activities shows the independencies of the two core activities
and their relation to the joint function CIMIC.
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A military joint function that

integrates the understanding of the civil factors of the operating environment and
that enables, facilitates and conducts civil-military interaction to

support the accomplishment of missions and military strategic objectives

in peacetime, crisis and conflict.

accomplishment of missions and military strategic objectives

civil-military cooperation

civil-factor integration civil-military interaction

core activities

Figure 2.4 - CIMIC core activities

2.3.1 Civil factor integration

CFI utilizes frameworks such as the PMESII/ ASCOPE to organize collected data on
the civil factors of the operating environment. CFl plays a fundamental role in the
COUE and aims to display, integrate, and analyse civil factors that influence the
development of the OpPlan and the conduct of the operation. Conversely, it is
applicable to nearly all phases in the tactical and operational planning processes. It is
crucial to understand that there are preconditions necessary to enable CFI through
planning and operation. All available data (facts) must be assessed, and conclusions
drawn from the assessment. This is ensured through the CIMIC estimate process.

12



Civil factor integration

CIMIC CIMIC CIMIC
analysis assessment advice

CIMIC estimate

Figure 2.4 - Civil factor integration terminology

The CIMIC estimate is a continuous process executed by CIMIC Staff. It creates the
basis for contribution to staff processes and products and serves as a fundamental
repository of data, information, and products concerning the civil factors of the
operating environment. Tools for this estimate can be found in Chapter 8.

Civil factor integration staff activities include:
Identify and facilitate(support) complementary non-military actions (CNMA).
Identify, analyse, and asses civil factors having a critical impact on the planning and
conduct of activities and operations, creating the necessary understanding as a

contribution to CUOE.

Identify and assess the impact of military activities and operations on non-military
audiences. lIdentify, analyse, and assess civil factors relevant to MC2HS and CCTs.

Identify, analyse, and assess the impact of non-military activities on own activities and
operations.

Identify shortfalls in resilience requirements® to anticipate potential negative impacts
on military activities and operations.

Advise on synchronizing military and non-military activities to create converging effects
and on mitigating the negative consequences of military activities.

Develop the CIMIC concept of operation (typically Annex W to plans).

6 As described by the seven baseline requirements (7BLR), see chapter 7
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Establish mechanisms to share information with non-military actors.
Assess non-military actors’ requests for military support.

2.3.2 Civil-military interaction

General. CMI includes the activities of outreach, engagement with non-military
actors and stakeholders, civil-military liaison, and consultation and collaboration
with non-military actors and stakeholders. None of the activities is isolated; they
are connected to each other and represent a certain stage of interaction with

actors.
Civil-military Interaction
Outreach
Engagement Civil-military
Liaison
Consultation
Collaboration
Figure 2.3 - CMI

Outreach activities establish communication with individuals, organisations or
communities, with the aim of creating opportunities for engagement and civil-
military liaison.

Engagement with non-military actors: This activity reflects any form of (human)
interaction aimed at delivering influential messages in support of the overall campaign
objectives. Be aware that Engagement with non-military actors constitutes a CIMIC
activity under the scope and direction of the joint function information and, therefore,
has to be coordinated within the staff with J10.

Consultation and collaboration? with non-military actors and stakeholders are
conducted to complement military and non-military capabilities and synchronize
activities.

7 Consultation: The functions and responsibilities of civilian and military authorities at political, strategic,
operational and tactical levels for making decisions, planning, coordinating and directing resources, and

14



Civil-military liaison

Civil-military liaison is based on unity of purpose, continuity, and strives for
synchronization of actions at all levels to ensure efficient use of resources. Itis a
specialized form of CMI that requires training and education to interact
appropriately with non-military actors.

Types of civil-military liaison:
1) Institutionalized, sustained relationships?;
2) Interaction for education, training, exercises and evaluation;
3) Liaison in the context of operations and activities.

Civil-military liaison arrangements are based on several considerations such
as the intended or agreed level of interaction, the availability of liaison capabilities
and capacities, geographical settings, and the security situation, the security
risks that exist for non-military actors if they are perceived as being too closely
associated with NATO.

Civil-military liaison arrangements

Co-location Liaison L|a_1|§on National Mechanisms .Thll'd party
exchange visits system platforms interlocutor
Non-military Non-military || Non-military Non-military || Non-military

actor actor actor actor actor
Non-military - LN ﬁ £l @ ﬁ @

actor National Mechanisms .

L military and Th'rdtpa”y

actor platforms Heter

U
o

Figure 4.3 - Civil-military liaison arrangements

1

LN = Liaison

1) Co-location of military and non-military actors’ staff elements facilitates
high levels of interaction.

2) Liaison exchange through the exchange of liaison staff enables a near
real time exchange of information and coordination.

3) Liaison visits may be scheduled regularly or conducted on an ad-hoc
basis.

conducting actions or operations for the accomplishment of an organization’s missions and objectives. (AAP-
31). For details on consultation and collaboration see the Initial Alliance Multi-Domain Operations Concept.
8 Based on formal agreements (e.g. with ICRC and the UN).
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4)

Third party interlocutors facilitate the exchange of information in cases
where political or security considerations demand physical distance or clear
distinction.

Mechanisms and platforms that facilitate liaison encompass regular
meeting formats, coordination mechanisms, permanent or temporary fora,
platforms, boards or coordination centres®.

National systems may be required where sovereignty considerations do
not allow direct liaison between NATO forces and non-military actors. In
such cases, necessary interaction will be channelled through a HN military
actor.

Consultation (Collaboration) with non-military actors and stakeholders are
conducted to complement military and non-military capabilities and synchronize

activities.

CIMIC Staff activities that enable CMI include:

Identification of non-military actors;

Development and maintenance of a liaison network;

Establishment of communication mechanisms;

Education and training on CMI;

Advising on the appropriate level of interaction and CMI arrangements;

Advising staff specialists to interact with non-military actors.

CIMIC Staff activities that facilitate CMI include:

1)

Introduction of non-military actors to military counterparts at the appropriate
level;

Initiation of first access/contact to non-military actors;

Creation of platforms and mechanisms supporting conduct of CMI — if
required;

Assisting in negotiations in sensitive areas of CMI conducted by
commander and their staff.

CIMIC Staff activities during conduct of CMI include:

9 Examples for permanent centres are NATO’s Euro-Atlantic Disaster Response Coordination Centre (EADRCC),
the European Union’s Emergency Response Coordination Centre (ERCC). An example for a temporary regional
platforms are On-Site Operational Coordination Centres (OSOCC) or the UN-Office for the Coordination of
Humanitarian Affairs’ (UN-OCHA) Civil-Military Coordination (UN-CMCoord framework.

16



1) Sharing of information;
2) Collection of civil factor data and information;
3) Contribution to developing procedures to process civil requests for support;

4) Civil-military planning and synchronization of activities, actions and
operations, applying defined measures of performance and measures of
effectiveness;

5) Integration and synchronization of CNMA in peacetime vigilance activities
and operations;

6) Monitoring and assessment of impacts and effects of civil and civil-military
activities;

7) Promotion of force acceptance and transparency;

8) Contribution to strategic communications (StratCom).

2.4 Integration in the HQ

CIMIC is fully integrated into the respective HQ’s operations; this includes
representation in key multi-disciplinary/ cross-functional groups as part of the overall
battle rhythm and through normal inter-relationships for managing/dealing with
operational working. Figure “CIMIC Branch working structure” shows the broad
interaction in a higher tactical (joint) staff between the J9 branch and internal working
groups within the battle rhythm.

CIMIC Branch Working Structure

JTFHQ
CIMIC Liaison JTFHQ CIMIC OPS ROOM JTFHQ

Detachments CIMIC Staff
@NJHQ Element InformationMgt JADOC Battle Rhythm

CIMIC OPS & PLANS CIMIC Rep
Non-NATO
Entities

Incoming Information

Liaison Knowledge
Cell Development

« SITREPS Non-NATO Entities RtCP

. Orders Nations Analysis/Assessment
« NNE's Reports -
« CDEP Related reports 2 7 & l
(R) ~ I
« RtCPrelated Info (7BLR) TeN [

- Humanitarian rF - .

issues/dilemmas Civil Data Aquisition Knowledge Development Products

« Reports « Structured Approach « CIMIC Estimate

« CDEP « Analysis « Civil Enviroment Picture

« Open Sources « Assessment + Own Reports

. etc. « Additional i i « Point Papers, Deep Dives, etc.

Figure 2.4 - CIMIC Branch Working Structure

17



2.4.1 Cooperation with the Staff/ HQ
Strategic communications

StratCom effects must be integrated into planning and execution of CIMIC activities at
all levels because they influence the perceptions and decision-making of key
audiences and leaders, thereby assisting mission accomplishment. To ensure
coherence of messaging, CIMIC Staff should participate in the communication
planning cycle, including the StratCom working group (only at the operational or
strategic level) and the information activities coordination board, alongside more
routine public affairs and StratCom coordination meetings.

Information operations

CIMIC is not in charge of these activities but assists the commander in shaping the
information environment and perceptions. In addition to civil-military liaison, CIMIC
Staff will establish relationships with various non-military actors and thereby establish
a valuable source of information to support Info Ops planning. To secure the desired
influence, planned and regular key leader engagement will be essential.

Chemical, biological, radiological, and nuclear defence

Local civilian authorities are responsible for dealing with CBRN incidents within their
jurisdiction, but they may request military assistance if their resources are inadequate.
CIMIC should facilitate the coordination between its own forces and the stakeholders
involved.

Electronic warfare

The broad and increasing usage of the electromagnetic environment (EME) by
different types of actors affects critical infrastructure Examples of electronic warfare
include the detection and jamming of drones, improvised explosive device jammers
and the use of jamming systems for cellular and Wi-Fi communications. It is, therefore,
critical to coordinate one's own activities with various actors, friendly or neutral, to
avoid or minimise undesired effects. CIMIC can have a facilitating function.

2.4.2 CIMIC integration and interaction with internal branches

The list below reflects other possible staff functions related to the branches J1 —J 10,
and is not exhaustive.

JIX1: Terms and conditions of service for locally employed civilians. Identification and
provision of specialist staffing (e.g. linguists). Responsible for organizing functional
specialists.

JIX2: Input to developing ICP: J2 may use information derived from the CIMIC
process. Cooperation between J2 and J9 is crucial to enhancing Situational
Awareness and achieving Situational Understanding.

18



JIX3: Active involvement in the conduct of current operations. Accounting for the effect
of current operations on the civil environment, particularly the population. Awareness
of the impact of the civil environment on own operations. Inclusion of civil factors in
short-term planning.

JIX4: Usage of lines of communication and de-confliction with civil usage. HN support/
civil-military resource management.

JIX5: Integration of CIMIC into long-term plans, both before an operation and in the
execution phase (e.g. branch/ sequel plans, transition planning).

JIX6: Involvement in planning external (civilian) telecommunication networks and
infrastructure usage and for example, establishing first contacts with non-military net
providers. Assessment of the impacts on the civil environment caused by military
communication means.

JIX7: CIMIC Staff should facilitate the training interaction between military and
relevant non-military actors. The commander must balance the requirements for
training efforts in support of operations and assistance to non-military actors.

JIX10: CIMIC Staff must ensure Coordination on Engagement with non-military actors
and coordinate effects to achieve in the cognitive dimension and integrate the
informational narrative.

Staff Advisory Group

The Staff Advisory Group (SAG) contributes to a comprehensive approach, conducting
civil-military interaction routinely and having direct or indirect links, relationships and
need for coordination with CIMIC Staff. Close relations are essential to get a deep
Situational Understanding. Members of a SAG can include but are not limited to:

- political advisor

- legal advisor

- gender advisor

- medical advisor

- provost marshal

- special operations forces advisor
- StratCom advisor

- public affairs advisor

- cultural advisor

2.4.3 Battle Management Systems

Battle management systems (BMS) are advanced software applications that facilitate
the planning, coordinating, and executing military operations. These systems integrate
various data sources, such as sensor inputs, intelligence reports, and communication
networks, to provide commanders with comprehensive situational awareness and
decision-making support. BMS enables real-time tracking of friendly and enemy
forces, facilitates communication and information sharing among units, and assists in

19



allocating and managing resources. They are crucial in enhancing operational
efficiency, command and control, and overall mission effectiveness.
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Figure 2.4.3 - BMS SITAWARE (S2/ S3 Layer)

CIMIC personnel must be familiar with the specific type of BMS used by the supported
unit. This system isn't only utilized in the TOC/ JOC and facilitates the preparation and
execution of briefings and working groups. To save time, CIMIC Staff should conduct
their own training on the BMS before being deployed to a tactical or operational HQ.
All team members must be well versed in using the system. Ensure that your products,
particularly those generated from the CIMIC Estimate, are compatible with the
structure of the BMS. Any PowerPoint slides that do not conform to this structure will
be useless. To ensure that the correct formats are being used, please refer to the HQ's
Standard Operating Procedures (SOPs)

2.5 Other Actors
2.5.1 United Nations

The United Nations (UN) is an international organisation (1O).

The UN is involved in peacekeeping and political missions and may, therefore, operate
in theatres similar to those of NATO. The UN System comprises a multitude of principal
organs, programs and funds, specialized independent agencies, departments and
offices.
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The primary responsibility of the UN Security Council is to maintain international peace
and security. The General Assembly and the Secretary-General, along with other UN
offices and bodies, play important and complementary roles.

DEPARTMENTS OF POLITICAL AND PEACEBUILDING
AFFAIRS AND PEACE OPERATIONS

DEPARTMENT OF POLITICAL AND DEPARTMENT OF PEACE
PEACEBUILDING AFFAIRS OPERATIONS
Office of the Office of the
~——  Under-Secretary-General —  Under-Secretary-General
(DPPA/OUSG) (DPO/OUSG)
Security Council Affairs REGIONAL & SHARED DOS Integrated Operational Team —
Division
Office of Assistant Integrated Assessement
- .Secretary-Ger.leral for and Planning Unit
Electoral Assistance Division Middle East, Asia and the
Pacific
Gender Unit
Policy and Mediation f—  Middle East Division
Division
——  Asia Pacific Division
Division for Palestinian Office of Military Affairs —
Rights
Office of Assistant
[T Secretary-General for Africa ~ |
 — Decolonization Unit
L African Union Partnerships Office of Rule of Law
Team & Security Institutions |

L—— Peacebuilding Support Office f—  Western Africa Division

| _ Central and Southern Africa
Office of the Assistant Division

— Secretary-General for
Peacebuilding Support

Policy, Evaluation and
|—  Northern Africa Divsion Training Division

Peacebuilding Commission —IREesEMAIcaPIFlon

Branch

s Office of Assistant Office of Peacekeeping
ecretary-General for 5 : —
Financing for Peacebuilding T Europe, Central Asia and the Strategic Partnerships

Branch Americas

Europe and Central Asia
Peacebuilding Strategy and | Division
Partnerships Branch

— Americas Division

Office of the Director for
L~ Coordination and Shared —
Services

Figure 2.5 - UN Framework for the UN Peace Building and Peace Keeping

2.5.2 UN CIMIC
UN CIMIC personnel are responsible for conducting the following core tasks:

- Development of a current and accurate comprehensive civilian operational
picture.

- UN-CIMIC supports the establishment and maintenance of a coherent, real-time,
operational understanding of the civilian situation in the mission area to support
the mission's planning and operations efforts.

- Provide analysis, early warning, risk, and threat assessment of the civil operating
environment.
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- Contribute to the overall planning effort in close collaboration with the relevant
military branches, UN Police (UNPOL), mission components, and integrated
mission partners.

- Identify risks and opportunities. Provide mission leadership with an enhanced
understanding of trends and changes in the civilian operational landscape and
associated risks and opportunities with respect to the safety and security of HN
civilians. Furthermore, related in-mission training requirements can be developed
based on identified gaps and needs.

- Coordinate and liaise to share, gather, verify and analyses information on the
civilian operational environment
UN CIMIC is a military staff function, primarily operated by the UN CIMIC military
staff. Its purpose is to facilitate communication and coordination between all the UN
parties involved in the mission, including civilian and military components, to achieve
the aims set forth. While some tasks may differ between the UN military and civilian
entities of the UN mission, coordination is crucial to increase the effectiveness of the
separated areas of responsibilities. Interaction is also open to non-UN bodies.

2.5.2 UN-CMCoord

The UN Civil-Military Coordination (UN-CMCoord) is a civilian function, led by the UN
Office for the Coordination of Humanitarian Affairs (UN OCHA) and operated by the UN
civilian staff, of establishing dialogue to achieve all the aims described below. The
interaction is more focused to involve focused on external UN bodies (non-UN bodies),
such as local Governmental authorities, national and international humanitarian
organizations, and international and national military and security forces parties.
Coordination is crucial to always increase the effectiveness of the separated area of
responsibilities and to increase the effectiveness of the separated area of responsibilities,
to reach common stability in the area. Please note that some tasks to protect and promote
humanitarian principles are belonging to the UN civilians but also to the military, specifically
if we are operating in the same UN mission and/or working in the CIMIC domain
approaching the civil dimension.

UN-CMCoord aims to protect and promote humanitarian principles.

Humanitarian organisations , State security forces and non-state armed groups
increasingly operate in the same space in emergencies, whether caused by conflict,
extreme weather events or other human-made disasters.

Effective dialogue between these entities is critical to obtaining and maintaining
humanitarian access to people in need and ensure their protection.

UN-CMCoord formalizes this essential dialogue and interaction to protect and promote
humanitarian principles, avoid competition, minimize inconsistency and, when
appropriate, pursue common goals.

This interaction ranges from coexistence to cooperation. Good coordination between
the humanitarian community and the military requires information sharing and a clear
sense of the division of tasks.

UN-CMCoord can also help to reduce the risk of misunderstanding or conflict between

military and civilian personnel and ensure that humanitarian assistance is provided in
a way that is coordinated and consistent with international humanitarian law.
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Documents/ websites available:

- Humanitarian//Military Dialogue website.

-  Recommended Practices for Effective Humanitarian Civil-Military Coordination
of Foreign Military Assets (FMA) in Natural and Man-Made Disasters.

- UN-CMCoord Guide for the Military 2.0.

- IASC Non-Binding Guidelines on the "Use of Military or Armed Escorts for
Humanitarian Convoys.”

- Guidelines On the Use of Military and Civil Defence Assets To Support United
Nations Humanitarian Activities in Complex Emergencies.

- Oslo Guidelines on The Use of Foreign Military and Civil Defence Assets In
Disaster Relief.

- OCHA on Message: Civil-Military Coordination.

- United Nations Humanitarian Civil-Military Coordination (UN-CMCoord)
eCourse.

The Cluster Approach is used for coordinating in humanitarian emergencies. NGOs
may be unwilling to interact with the military, but they are still required to communicate
with the UN cluster. This makes it easier for CIMIC personnel to identify those who
may not be willing to work with them. Humanitarian organisations have agreed to lead
certain clusters at the global level and have defined a cluster structure for humanitarian
responses at the country level, where cluster leadership should ideally mirror global
arrangements. Clusters are often co-led with the government and/or co-chaired with
NGO partners.

The cluster system spreads accountability for the delivery of services (health, shelter,
etc.) across different cluster lead agencies so that no single agency is accountable for
the entire response. In each country's situation, overall accountability for coordination
and delivery rests with the Humanitarian Coordinator (HC).

Clusters are groups of humanitarian UN and non-UN organisations in each of the
main sectors of humanitarian action (water, health, shelter, logistics, etc.). The IASC
designates them and have clear responsibilities for coordination; they are time-bound
bodies that are meant to fill a temporary gap. They aim to build the capacity of the
national systems to respond to humanitarian situations with a protection and
accountability lens and progressively hand over coordination to national and local
entities.
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https://www.dialoguing.org/
https://reliefweb.int/report/world/recommended-practices-effective-humanitarian-civil-military-coordination-foreign-military-assets-fma-natural-and-man-made-disasters-version-10-september-2018
https://reliefweb.int/report/world/recommended-practices-effective-humanitarian-civil-military-coordination-foreign-military-assets-fma-natural-and-man-made-disasters-version-10-september-2018
https://reliefweb.int/report/world/un-cmcoord-guide-military-20-101-series-enarfres
https://reliefweb.int/report/world/iasc-non-binding-guidelines-use-armed-escorts-humanitarian-convoys
https://reliefweb.int/report/world/iasc-non-binding-guidelines-use-armed-escorts-humanitarian-convoys
https://reliefweb.int/report/world/guidelines-use-military-and-civil-defence-assets-support-united-nations-humanitarian
https://reliefweb.int/report/world/guidelines-use-military-and-civil-defence-assets-support-united-nations-humanitarian
https://reliefweb.int/report/world/guidelines-use-military-and-civil-defence-assets-disaster-relief-oslo-guidelines
https://reliefweb.int/report/world/guidelines-use-military-and-civil-defence-assets-disaster-relief-oslo-guidelines
https://reliefweb.int/report/world/ocha-message-civil-military-coordination-enar-0
https://www.usipglobalcampus.org/training-overview/uncmcoord/
https://www.usipglobalcampus.org/training-overview/uncmcoord/
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Figure 2.5 — UN Cluster Approach

All clusters have lead organisations , known as Cluster Lead Agencies, which operate
at the global and country levels.

At the country level, the HC leads inter-agency cluster-based responses through the
Cluster Lead Agencies.
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2.6 US Civil Affairs

US Civil Affairs (CA) are designated active component and reserve component forces
and units organized, trained, and equipped specifically to conduct CA Operations
(CAO) and to support Civil-Military Operations (CMO).

The role of CA is to understand, engage, and influence unified action partners and
indigenous populations and institutions (IPI), conduct military government operations
(MGO), enable CMO, and provide civil considerations expertise through the planning
and execution of CAO. This role, founded in policy, directive, and joint doctrine, clearly
depicts the reason why the CA branch was established and the unique contributions
it provides to the US Army and US Department of Defense (DOD). CA forces are
organized, trained, and equipped specifically to plan and execute CAO across the
range of military operations, engaging the civil component (IPI, unified action partners,
other civil entities and interagency) to support the Joint Force Commanders (JFC’s)
CMO concept. Senior-level CA planning and policy representation across the army
and DOD agencies are required to ensure proper integration and early determination
of requirements.

The intent of CAO is to enhance stability, set conditions for mitigating or defeating of
threats to civil society, and to assist in establishing local government capability or
enhancing its capacity for deterring or defeating future civil threats.
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2.6.1 US Civil Affairs Fundamentals
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Figure 2.6.1 — UN Cluster Approach

CAOs encompass a series of actions that are planned, coordinated, executed, and
assessed to improve situational understanding. They are specifically designed to
identify, disrupt, and neutralize threats within the civil component. These actions are
meant to consolidate gains and enhance, enable, or provide governance to support
military objectives across all phases of competition. For core competencies, refer to
the diagram.

Civil Affairs products

CA personnel prepare area studies, conduct assessments, and create and maintain
running estimates to assist in the planning and updating mission plans across the
range of military operations. These products develop and update the understanding of
the civil component for the commander’'s common operational picture. The information
and material contained within these products are critical for the commander’s and
staff’s situational understanding and the formation of the commander’s vision for the
operational environment, including:

1) impacts of the populace on military operations,
2) impacts of military operations on the populace,
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) development of courses of action,

4) development of branches and sequels,

5) completion of objectives, goals, and milestones,

6) facilitation of the transition of army operations,

7) identification and reinforcement efforts to consolidate gains and

8) information requirements that drive and focus the civil information collection
plan.

Fieldworker focus:

Civil Reconnaissance: Areas, Structures, Capabilities, Organisations , People, and
Events (ASCOPE) Use ASCOPE Areas (e.g. IDP camps, possible IDP routes,
collection and HA distribution centres troop conglomerates, store/shop area, schools,
minefields). Structures: (e.g. radio towers, airports, water treatment plants, power
plants, dams, bridges,{critical infrastructure} remember PTLs). Capabilities (e.g.
sewage system, railway transport, emergency services, essential services).
Organisations : (e.g. NGOs, criminal organisations , church groups, community watch
groups). People (ex. formal/informal leaders, influencers), and Events (ex. troop
movements, construction sites, entertainment activities). ASCOPE assists us in
remembering WHAT to look for during the assessment process. Provide pictures and
grid locations if time permits.

Civil Affairs assessments

CA assessments provide a precise means to gather meaningful and significant
information. CA soldiers perform three basic types of assessments - the initial
assessment, the deliberate assessment, and the survey. Gathering information should
not be a haphazard process. Each type of assessment is based on the information
and analysis of the previous type. In addition, each type of assessment in the
progression becomes more focused, specific, and detailed with an ultimate goal of
identifying civil vulnerabilities that pose a threat to the successful and timely
completion of the mission. This task must have a well-formed, practical plan as with
all military missions.

2.6.2 US Civil Affairs and NATO CIMIC
Similar Tasks:

1) Web research/ open source intelligence (OSINT)
2) Civil Reconnaissance

3) Civil Engagements

4) Reporting

The CCOE representing NATO CIMIC, and the US CA cooperate and mutually support
each other. CIMIC and US CA serve as the eyes and ears of their respective supported
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commander, focusing on the civil factors of the operating environment. Both CA and
CIMIC share common tasks:

- Assessing and understanding civil dynamics and the operational environment
- Interacting with civilian stakeholders
- Advising and facilitating military commanders and decision-making

US CA and NATO CIMIC comparison

US CIVIL AFFAIRS NATO CIMIC

Civil reconnaissance Civil reconnaissance

Civil engagement Civil engagement

Civil information evaluation Civil factor analysis
Civil-military operations centre CIMIC centre

Military staff support Military staff support
Support to civil administration CIMIC functional specialists

During Counterinsurgency and Crisis Response operations, both CIMIC and CA
focused on winning the "hearts and minds" of the civilian population to contribute to
mission accomplishment. Now, with the emphasis on peer and near-peer threats,
CIMIC and CA are more concerned with analysing and assessing the civil environment
regarding its implications on military operations and vice versa. Enabling the military
commander to accomplish the mission and keeping civilians and non-military- actors
operating in the same space out of both his/ her and out of harm's way is a paramount
concern of both CIMIC and CA. CIMIC and CA map the civilian battlespace, including
all relevant actors, and thus contribute to preparing the battlefield and Common
Operating Picture (COP). Both perform Civil Reconnaissance and Civil Engagements.
The S/G/J9 personnel attend and contribute to key boards and working groups within
an HQ's battle rhythm.

28



3. CIMIC in operations

The joint function CIMIC is applied across all NATO core tasks, campaign-/operations
themes, operational domains, and tactical operations and activities. To support the
CIMIC joint function, any NATO force is doctrinally enabled with CIMIC capabilities.

This chapter focuses on land tactical activities in warfighting. The tactical principles
and procedures can then be adjusted and applied in less violent, less lethal, less
kinetic, and more stable environments.

3.1 Operation themes, types of land operations and land tactical
activities

Figure 3.1 provides an overview of operations themes, types of land tactical operations
and land tactical activities, and how they are linked. The intensity of the use of force
can distinguish Operation Themes. Warfighting is always related to armed conflict'®.
While security themes are used in confrontation scenarios below the threshold of
armed conflict. Peace support includes the lowest level of violence during rivalry and
cooperation, e.g., peacekeeping or peacebuilding operations. Peacetime military
engagements (PME), can take place in parallel to peace support and security themes,
hence during cooperation, rivalry or confrontation. Operations themes are important
to understand the overall strategic and operational situation and its variables. Figure
3.2 from AJP-01 illustrates the connection between operations themes and the
continuum of competition.

Operations Themes
can be distinguished by the intensity of the use of force
i JF-eacetime Militaryﬁr g - ’ " .
{ rfi
Engagement ol Peace Support Security : = Warfighting
and guide a tailored combination of Land Tactical Operations.
Land Tactical Operations
can be distinguished by their purpose
todeny to defeat to stabilize
Defensive Operations | offensive Operations || stability Operations
and are a coordinated and tailored combination of Tactical Activities.
Tactical Activities
are grouped by their purpose in
’ Defensive Activities | I Offensive Activities || Stability Activities H Enabling Activities
and are assigned and conducted through the combination of allocated tasks.

Figure 3.1 - Operation themes, land tactical operations and tactical activities.

On the tactical level, the types of operations and tactical activities have a great impact
on CIMIC activities and will, therefore, guide the structure of the chapter. Figure 3.1.
stems from ATP-3.2.1 and depicts an illustrative but symbolic overview of the different
types of operations and the respective proportion of tactical activities within the
operations themes. While the description of all four operations themes, all types of
operations and all tactical activities would exceed the scope of this chapter by far, it is

10 Using the terms of the continuum of competition.
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still relevant for CIMIC personnel to understand in which kind of activity and operation
the supported commander currently is operating. The main lesson drawn from the
graphic is that all three types of operations appear in all operations themes — and all
four types of tactical activities appear in each type of operation. For more information,
it is recommended to peruse ATP-3.2.1 in detail in order to fully understand the basic
tactical principles of the supported formations.

/\ Operations themes:
.| « Warfighting

» Security
= Peace Support
» Peacetime Military

Engagement
™~
S\ Land tactical
Peacetime & operations:
military o + Defensive
engagement _ Offensive = » Offensive
Stability * Stability

f* Tactical activities:
+ Offensive
= Defensive
« Stability
» Enabling

Stability

v g

Figure 3.2 - Operational themes within the continuum of competition

To complete the doctrinal terms in operations, Figure 3.3. from ATP-3.2.1 depicts the
full list of land tactical activities. Those activities requiring a significant CIMIC
contribution are marked with a red frame. At a glance, it can be recognised that the
main contribution of CIMIC comes with stability activities. However, all kinetic activities
(offense, defence) also need CIMIC support in terms of freedom of maneuver (FoM),
freedom of action (FoA), and stability in the rear (see below).

This includes (non-exclusive):

- Coordination between the tactical boundaries and the local administration
areas.

- Deconfliction of military and civilian movements, e.g. Attack avenues of
approach and counterattack routes, target discrimination, possible staging
areas and fire support areas etc.

- Coordination and deconfliction of actions with civil logistics and other civil
partners like police forces, fire brigades etc.

- Coordination of BSM especially in the rear.
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TACTICAL ACTIVITIES OFFENSIVE DEFENSIVE STABILITY ENABLING

(SECURITY/CONTROL)
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WITHDRAWAL
RETIREMENT
DEMONSTRATION AND
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Figure 3.3 - tactical activities

The relevance of themes, types of operations, and tactical activities come with some
particular factors that have to be considered by CIMIC personnel.

1)

2)

3)

Use of force and its lethality — Considering its impacts on the civil
environment and the ability of the CIMIC personnel to operate under force
protection measures; e.g. impact is significantly higher in offensive operations
than in stability operations.

Tempo of operations (friendly or enemy driven) — Considering the time
available to interact with non-military actors, establish networks, collect
information, analyse, assess and react, respectively to cooperate, coordinate
or de-conflict; e.g. significantly more time in stability operations/ activities than
in offensive operations/ activities.

Capability and capacity of non-military actors (in particular HN) -
Considering their capability and capacity to manage the respective civil
environment situation in the different geographic and administrative areas —
grades can range from fully capable to non-existent; e.g. a long time in
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warfighting might degrade a HN capacity and intense warfighting might restrict
humanitarian access of 10s/ NGOs.

4) Capacity of own troops - Considering support to the civil environment in terms
of medical-, transport-, engineer-, administrative, security support or even
water, food and energy if other actors are not capable or unwilling, e.g. in
warfighting, own troops need rather all capacities for themselves and rely even
on non-military support (e.g. host nation support HNS) than in peace support,
when a force can be tailored for its mission, including capacities to support
civilians.

5) Battle Space Management (BSM) — Considering moving boundaries and
possible rifts with civil environment administrative areas, plus the need for
coordination between units. E.g. the BSM in warfighting (offensive/ defensive)
is much more dynamic and more complex than in peace support/ stability type
of operations.

These factors need to be considered throughout all themes, types of operations and
tactical activities. It is of importance to understand that all these factors are ranging
from high to low, from fully capable to non-existent, from one end to the other.

3.2 CIMIC in the Battle Space along levels of command and the
geographical framework

While the battle space in previous NATO crisis response operations was often
organised in a non-linear way (see Figure 3.5), warfighting, in particular kinetic combat
operations, is characterised by linear battle space management. Figure 3.4 depicts a
symbolized extract of a warfighting corps’ battle space. Visible is approximately one-
third of a corps (“northern”) AO. The levels of command are indicated by the respective
command posts’ military symbols and by the military symbol of the respective
supporting CIMIC unit. To reduce complexity, the figure lacks a lot of other significant
information. Several other coordination lines, units, activities, civil administrative
boundaries and other information of the civil environment would overcrowd the sketch
but are usually included on tactical maps. However, this figure serves as a basic sketch
to better visualize CIMIC in the battle space and serves throughout this chapter for
better orientation: “where we are” and “what we talk about”.
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Figure 3.4 - Linear BSM

Figure 3.5 - Non-linear battle space management



There are five principal complementing comments about this type of BSM:

First observation: Obviously, CIMIC units are employed in the rear areas of corps,
divisions and brigades. The mission of such CIMIC units depends on the tactical
activity of the supported unit (offensive/ defensive/ stability or enabling activity).

Second observation: The deep is a challenge for CIMIC units since they cannot
physically reach there but need to gain information about it, in particular for CIMIC
contributions to targeting, for information on possible DPRE movements, and in
particular to support offensive operations with information (CIMIC sites of significance,
civil situation, etc.).

Third observation: The higher the level of supported command, the deeper reaches
the deep into enemy-controlled territory. This means that CIMIC units and HQ
personnel of divisions and corps need to identify ways to gain information on the civil
environment of these deep areas. (e.g. indirect access through liaison networks, recce
elements, special operations forces and information of the higher command level).

Fourth observation: Stability activities and enabling activities are the predominant
tactical activities in the rear area for each level of tactical command, while offensive
and defensive activities are conducted in the close area. Tempo, as one of the critical
factors in kinetic combat operations (see above), determines the time for conducting
stability activities in the respective rear areas. The time available will gradually
decrease from corps to division to brigade — depending on the tempo of the respective
tactical activity.

Fifth observation: In stability operations and during defence (block), the battlespace
and AO boundaries remain relatively stable. However, in offensive operations and in
dynamic defence (delay), rear areas increase or shrink and eventually boundaries and
coordination lines will shift what might trigger a handover takeover of the “civil
environment factors and actors” from one to another HQ, the CIMIC Staff of the
respective unit has to take care of that. This happens faster from brigade to division
than from division to corps. Division and corps supporting CIMIC units have to expect
a significantly extending rear area in offense and a significant shrink during delay
operations before adjusting boundaries.
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3.3 CIMIC support in offensive and defensive land tactical operations
CIMIC support during offense activities (attack)

Attack implies the advance into the Deep, uncontrolled territory that has been
controlled by the enemy before. While this has implications for all CIMIC levels of
command, the BDE supporting CIMIC unit is the first CIMIC asset that is physically
confronted with it. At the same time, it is the one that faces the most challenging
operating environment along all critical factors: tempo, time available, lethality,
intensity, and HN capability. On Top, the Rear will be extending during attack as long
the boundaries of the BSM are not adjusted; this typically happens when a tactical
objective is reached.

Coordinate
De-conflict

Inform
Support

CivSit Assessement:

« HN presence and
capability?

« Basic needs?

« Basic services?

« Infrastructure?

Food
Water
Medical
Shelter

Figure 3.6 - Scheme of considerations for a CIMIC unit in support of a brigade
during attack.

In the Deep:
Despite the challenge of not reaching physically into the deep, it is necessary to

acquire as much information as possible to support the attack. Information
requirements which cannot be answered by own sources through existing liaison
networks, need to be sent as a Request for Information (RFI) to higher levels of
command. CIMIC personnel on these levels might have better access to information
about the Deep due to liaison networks on a higher level and more time available.

Critical information requirements (non-exclusive) for the Deep are (most of these
requirements are provided by the higher command level:

1) Population centres and numbers of residents?

2) CIMIC sites of significance?

3) Critical National Infrastructure (CNI)?

4) Population movements?

5) Attitude of population?

6) Unfriendly elements within the civil environment/ Resistance?

35



CIMIC's main contributions to the deep are informing manoeuvres and fires to support
FoM/ FoA and mitigate harm. The available information also paves the ground for the
Close as soon as the territory has been taken.

In the Close:

The deep will eventually become the close. The exact location of the CIMIC Units
might greatly depend on the particular situation in the operating environment.
However, it appears reasonable that they can operate in the same area and under the
same protection as supply elements of the BGs. Thus, they can follow the assault
forces between the echelon forces and the reserve. Regarding CFIl, the CIMIC
personnel of higher echelons eventually need to support the BDE CIMIC units with
corroboration of information and further A&A.

Besides and FoM/ FoA, stabilising the taken area and keeping it stable is of utmost
importance. There are several factors that are relevant for the Close (formerly Deep)
during attack:

1) Uncontrolled population movement
2) Territory/ population:
a. Liberated occupied territory
i. HN presence and capability
ii. Posture of population
iii. Duration of occupation
iv. Enemy actions during occupation
v. Extent of replaced authorities
b. Enemy core territory
i. Attitude of population
ii. Security
iii. Resistance
iv. Cooperation authorities
v. Coordination of authorities for the purpose of FABN and services
3) Civil Situation
a. 7BLR
i. Minimum:
1. Food
2. Water
3. Medical
a. Immediate responsibility for “life, limbs, eyesight”
4. Shelter
4) Basic services
a. Security
b. Governance
5) Mitigate harm
a. Get people out of harms way
i. DPRE/ POW/ CPERS/ endangered persons
ii. Rally Points
6) Facilitate access to basic needs (FABN)
7) Populace control
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Population movements within the BDE close are the most significant risk to FoM/ FoA
during attack. In particular, since they are likely uncontrolled at the last minute. Further,
it is difficult to inform the population beyond the FEBA on how to behave during the
attack, and it is not sure that the enemy will evacuate the civilian population upfront.
In the worst case, the enemy will do the opposite, as examples from recent warfighting
have demonstrated. One should assume that people do not run towards fighting but
away from it. However, some might fail to do so and find themselves caught between
the lines. Anyway, soldiers on the frontline have to expect the sudden appearance of
civilians in harm's way. As the situation allows, they have to make them aware of the
next rally point in the Rear, which they can reach relatively safely.

For this purpose, the CIMIC unit needs to contribute to the identification of rally points
in coordination with other stakeholders—if applicable, primarily with the HN or any
other non-military organization—or, if none at all, with the G3 and G5 only. Rally points
are the first step in getting people out of harm's way.

All the factors listed above need to be reconnoitered if the information is not available
by other means or provided by a higher level of command. For the latter, the
information still needs to be corroborated as feasible. The time factor during an attack
does not allow a deep reconnaissance. However, if timely information is required,
CIMIC teams might conduct it as well and comprehensively as possible — even if not
complete. Therefore, objectives of CIMIC-related reconnaissance have to be
prioritized: Population centres (as feasible within force protection) are prime. Those
with information gaps and/ or are most critical for decisions come first.

In the Rear:

The Rear must be stabilized and kept stable. During attack, the BDE rear area quickly
extends since the BDE BGs are focused on the fight and cannot deal with an extending
AO, and the DIV rear area will only be adjusted step by step in intervals.

As it is further away from the Forward Edge of the Battle Area (FEBA), the security
situation is more favourable than on the BDE AO; DPRE rally, and collection points
must be established here, preferably with the HN. If HN authorities are not available
or capable, the force needs to identify if there are I0s/ NGOs available and capable of
establishing collection points. If not, the force needs to take care of it.

One main task for the CIMIC unit during attack is to prepare in coordination with HN
or other organisations for the controlled and uncontrolled population movements, from
the FEBA through the DIV AO into the more stable corps rear area.

Provided information needs to be corroborated, preliminarily processed and handled
by rear elements.

However, the CIMIC team's availability, tempo, and available time might restrict the
feasibility of what can be done and what cannot. During high-tempo and deep attacks,
the BDE CIMIC units will likely not be able to do much more than recce and report.
Subsequently, CIMIC units of higher echelons will have to follow up on the situation
and react to it.

Detailed coordination of these tasks is highly situation-dependent and will be part of
the DIV planning and guidance by the DIV G9.
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CIMIC support during defence (block and delay)

Ideally, defence activities happen after thorough preparation. Notwithstanding that
defensive activities and operations can happen without prior proper preparation when
tactical activities change from offensive to defensive (e.g. after the culmination of an
attack or after seizing the objective in an offensive operation), defensive activities still
provide the advantage that own forces know the terrain and as such CIMIC personnel
know at least parts of the civil environment. In a prepared defence, the presence of
the HN can also be expected to have almost full capability to control the populace,
including evacuation and movements, and fulfill its obligations for basic needs and
services.
X

FEBA X PL PL

Q
H
|

Figure 3.7 - CIMIC support to defence operations

In the Deep:
Critical information requirements (non-exclusive) for the Deep are:

1) Population Centres?

2) CIMIC sites of significance?

3) Critical national infrastructure (CNI)?
4) Population movements?

One of the main tasks of CIMIC to activities in the deep during defense is informing
fires/ targeting by considering the mentioned information requirements.

If defensive operations change from block to delay, the previous Close gradually
becomes the Deep. Hence, all required knowledge and understanding should be
developed upfront, before the start of the delay.

In the Close:

Defence offers the advantage of relatively stable boundaries in the BSM and proper
presence of the HN with likely enough capabilities to manage the civil environment
challenges. Although, it must be considered that HN capabilities could be stressed
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and/ or partially be overstretched, due to enemy hybrid activities in the AO. This risk
will increase with the duration of the conflict. However, in principle, preparing for a
defence operation offers the best circumstances for CIMIC to support shaping the civil
environment. Nevertheless, this also depends on the time available — meaning early
deployment will contribute to more preparedness.

In preparation for a planned or unplanned delay activity/ operation, all knowledge
development and coordination requirements must be met upfront of the execution.

The following civil environment factors are critical for the defence:

1) HN plans to control population movements
Planned evacuations (including cattle and removable infrastructure)
Planned evacuation routes and means
Planned hosting facilities for DPRE?
Plans to control spontaneous/ ad hoc/ last minute movements/ “self
evacuations”
i. Rally points
ii. Collection points
2) Protection of CNI
3) CIMIC sites of significance
4) Resistance plans of HN
5) Plans to withdraw HN authorities and capabilities
6) Road conditions

o oo

The CIMIC Staff needs to facilitate the answers to these information requirements
through their liaison network. Eventually, higher echelons can deliver some responses.

In the Rear:

During defensive operations, the rear has the same information requirements, roles,
and tasks as those close to the front line. In the event of a delay, the CIMIC Staff must
prepare for the transfer of the civil environment due to the reorganisation of the BSM.

3.4 CIMIC support to land tactical stability operations

CIMIC support to BDE during stability activities

Within a BDE AO, stability activities or even operations are usually conducted before
and after offensive and defensive operations. However, stability activities can also be
conducted in parts of the BDE AO during offensive and defensive operations, usually
in the Rear.

Providing stability is classically a responsibility and privilege of the HN. For a stable
operating environment, the following civil factors are important:

1) Provision of government services

2) Provision of basic needs (water, food, health, energy, shelter)

3) Security & Protection

4) Populace control (including attitude and posture of minorities)
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On the tactical level, the categories of the seven baseline requirements (7BLR, known
from the resilience through civil preparedness concept/ RtCP)'! serve as a suitable
framework that includes all categories needed for a stable civil environment.

1) Continuity of (local) government (including government services, security,
protection and populace control)

2) Ability to deal effectively with mass casualties

3) Ability to deal effectively with large population movements (including controlled
evacuation)

4) Resilient food and water supplies

5) Resilient transportation network

6) Resilient communication network

For Warfighting scenarios, the 7BLR provide a useful framework along which the
capability of a HN to project stability can be assessed.'? Considering the time-factor
on BDE level, analysis on the full spectrum of 7BLR might be too comprehensive to
assess stability in the BDE’s AO. However, assessments can be reduced to the most
critical factors: food, water, health (in particular: life, limbs, eyesight), shelter,
protection from harm (MH). MH and FABN play an important role here.

CIMIC Staff would just receive all required information from a HN authority and could
focus on other areas and activities. However, as described above, there is a risk that
HN cannot be fully capable of providing all critical services and goods. CIMIC needs
to identify if and how support to the HN can be provided. In the worst case, the force
will have to manage the most critical issues by itself or accept calculated risks.

3.5. CIMIC in Multi Domain Operations

The aim of MDO is to orchestrate military activities across all operational domains (
Land, Air, maritime, Cyberspace, and Space) synchronized with non-military activities
to enable the Alliance to create converging effects at the speed of relevance.

In NATO, MDO is primarily a concept, a mindset, and an attitude that needs to be
operationalized by creating plans at all levels. To integrate this mindset into the
respective plans, the CIMIC Staff needs people who are aware of it and can apply it in
all planning phases or the execution of operations. This affects the timing of decisions,
the integration of non-military partners into processes, and the derivation of
conclusions for future operations. Since non-military stakeholders can also be involved
in planning processes, civil factor integration (CFl) must begin as early as possible as
a prerequisite for civil-military interaction.

11 See Chapter 7 for more information

12 This framework of 7BLR is another one besides PMESIl/ ASCOPE. It has to be decided according to which
framework, information has to collected and processed. PMESII/ ASCOPE is more comprehensive but 7BLR
provide quickly the status and capability of a HN within a specified AO. Considering the time-factor on tactical
level, 7BLR appear more efficient in kinetic operations.
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Viewing CIMIC's role in MDO in terms of domains rather than individual capabilities is
essential. This means considering the domains from the perspective of non-military
stakeholders. For instance, what is the effect of a satellite system used for military
purposes but operated by civilians on military operations? What is the goal of a protest
by a non-military group in a NATO country, and who or what is in control? How strong
is the societal resilience in a NATO country, and what impact does it have in the event
of an attack on NATO territory? As demonstrated by the experience of Ukraine, a well-
informed analysis of these non-military factors is crucial. To achieve this, CIMIC Staff
must think creatively and use the expertise of those they analyse, not relying on
military stakeholders only.

3.5.2 CIMIC in the Land Domain

CIMIC is land-heavy. The Land Domain is where people live and, consequently, where
rivalry, conflicts, and humanitarian crises have their roots and main impacts. Military
forces will always affect this environment, including its civil factors, and vice versa.
Therefore, CIMIC considers the political, administrative, social, or cultural boundaries
as a basis for effective civil-military liaison and interaction and adapts liaison
authorities accordingly. A clear, dedicated and effective outreach, liaison and
coordination mechanism must be authorized and established

3.5.3. CIMIC in the Maritime Domain

The interconnectedness of the oceans through economic, social and political
relationships underlines the importance of the maritime domain. The maintenance of
the freedom of navigation, sea lines of communications, key infrastructure, energy
flow, protection of marine resources, and environmental safety are all in the interests
of both national and international security. CIMIC encompasses CMI activities and the
integration of civil factors into the maritime operating environment. Maritime-specific
actors are national shipping authorities, the shipping industry, jurisdiction, and other
departments responsible for the coastal areas and adjacent sea areas and specific
governmental organisations (GO), non-governmental organisations (NGO), and
intergovernmental organisations (IO). The shipping industry is one of the most
significant actors in the maritime environment. Through Naval Cooperation and
Guidance for Shipping (NCAGS) and the Allied Worldwide Navigational Information
System (AWNIS) disciplines, a NATO force will interact effectively with merchant
shipping by coordinating the operations plan with non-military activities so that the
commander’s mission can be fulfiled with minimal interference with merchant
shipping. The NATO Shipping Centre (NSC) is the integral and permanent element of
the Allied Maritime Command (MARCOM) and the primary point of contact between
NATO and the merchant shipping community. Within operations, the NSC coordinates
the NATO and national NCAGS/ AWNIS organisations to ensure the use of NCAGS
and AWNIS as force multipliers, facilitating the most effective use of military resources
to support operational objectives.
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3.5.4 CIMIC in the Air Domain

CIMIC enables the coordination between military and non-military air activities in joint
and air operations e.g. by EUROCONTROL'? and assesses the impacts on the civil
operating environment caused by the military and non-military assets of air power by
contributing to the targeting process and establishing situational awareness of the civil
situation in the vicinity of airfields.

3.5.5 CIMIC in the Cyberspace Domain

Cyberspace comprises the capabilities and activities of interdependent networks of
information, technology infrastructures, and resident data, including the Internet,
telecommunications, networks, and computer systems. The spectrum of users and
usage of this domain is very broad. (Every individual with a cell phone contributes to
cyberspace.)

Therefore, enhancing information sharing and mutual assistance in preventing,
mitigating and recovering from attacks in or through cyberspace is important. This
requires civil-military interaction facilitated by CIMIC. A positive result from CIMIC is
enhanced support for Cyberoperations (CO) through maintaining freedom of access
to cyberspace and cyber assets and strengthened resilience.

3.5.6 CIMIC in the Space Domain

Space underpins NATO’s ability to navigate and track forces, have robust
communications, detect missile launches, and ensure effective command and control.
Up to 85% of the overall space assets are non-military. Military, civil and commercial
sectors are increasingly dependent on these capabilities. Effective relationships and
partnerships are needed to coordinate between non-military actors and the military
forces to coordinate in order to mitigate threats and risks and synchronize actions

By facilitating CMI with non-military actors in the space domain, CIMIC will enhance
the freedom of access to space assets and their respective services (e.g., STARLINK
etc).

13 Eurocontrol is a pan-European civil-military organization dedicated to supported European aviation.
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4. Relevant actors

4.1 Introduction

CIMIC is essential for the preparation and conduct of military operations; thus, being
deployed on the territory of sovereign NATO member nations with functioning civilian
infrastructure and government services requires militaries to liaise with other military
actors and civilians. CIMIC will be evaluated based on its ability to facilitate
consultations and integration with the HN authorities (CMI) and its capability to collect
data on the civil environment (CFl).

NATO has adapted in response to shifts in the security environment. As a result,
CIMIC operations have also evolved. The alliance will focus primarily on operations
within allied nations instead of in failed states. While core tasks remain unchanged,
there is a significant shift in how operations are carried out in a fully functioning
country.

In the context of allied nations, the role of the CIMIC personnel is to collaborate with
the host nation's domestic CIMIC, comprehend the nation's laws and legalities, and
establish conditions that enable manoeuvre elements well before any conflict. CIMIC
personnel need to shift their focus to military-to-military liaison, a key aspect of their
role.

CIMIC personnel possess unique and competent skills that are crucial in effectively
managing potential conflicts between non-military actors of the host nation and military
representatives of the allied force. This unique capability within the force allows CIMIC
personnel to handle CMI situations even under difficult circumstances, making you an
invaluable asset to the operations. Subsequently, your ability to pave the ground with
relevant and robust liaison to key interlocutors for other military functions and their
personnel to effectively collaborate and consult with their respective non-military
counterparts further underscores your importance in the operations.

Understanding the laws and legal restrictions within the AO is crucial for credibility and
defining responsibilities. Conducting meetings or assessments without host nation's
approval can lead to issues and reduce confidence and credibility within the
communities and country.

In warfighting the maijority of the engagements are done MIL to MIL, HN CIMIC to
CIMIC. In stability operations, during peacetime, military engagement, and peace
support activities with the civilian populace, it is essential to involve the host nation's
counterparts as they have a vested interest in our actions and conduct within their
country.
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4.2 The HN and domestic CIMIC

The HN is a critical factor in the civil environment as part of the operating environment
and, as such, for CIMIC.

A HN is, by NATO definition, “a country that, by agreement:
1) receives forces and materiel from NATO member states or other countries
operating on/from or transiting through its territory;
2) allows materiel and/ or NATO and other organisations to be located on its
territory; and/ or
3) provides support for these purposes.”

The HN does not necessarily need to be an Allied Nation. It can also be a partner or
any other nation which has agreed to host the NATO force.

Allied Nations have their own military, governmental, and administrative structures, as
well as their own liaison arrangements and responsibilities. They will therefore conduct
their CIMIC tasks in their unique way. In other words, 32 nations, 32 systems. Figures
4.1 and 4.2 show two examples of national systems.

German point of view 32 Nations => 32 Systems
EXAMPLE: Germany
National System
DEU Military Liaison Structure ‘

Non-military actor MoD ‘
National Level Homeland Defence Command ‘
% J ‘ Federal states Regional Territorial Command ‘
National Regional Level Regional Liaison Detachment ‘

military Domestic CIMIC L. —
actor District Level District Liaison Detachment ‘

1

(NATO) CIMIC

Figure 4.1 - The German System
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32 Nations => 32 Systems
EXAMPLE: POLAND GENERIC

Nation

NATIONAL Country

RepLMic

REEIONAT_ Province

State
County

LOCE— District

Municipality

Figure 4.2 - The Polish System

The NATO and domestic tasks responsibilities within the NATO Command and Force
Structure often overlap. Domestic tasks, being a national responsibility, are grounded
in national sovereignties, and the nation’s expertise in national defence plans and
national civil/military liaison structures is invaluable in this context.

Aligning NATO-CIMIC procedures with domestic procedures is imperative to ensure
effective civil/military cooperation through military-military cooperation. This
necessitates establishing a common understanding of Domestic CIMIC versus NATO
CIMIC.

Therefore, Domestic CIMIC can be seen as a nation’s military function that conducts
CFl and CMI to support the accomplishment and synchronization of national and
NATO missions and military strategic objectives in peacetime, crisis, and conflict.

4.3 Non-military actor's relevance across NATO core tasks

In all NATO core tasks, the principle of civilian primacy applies to civilian
responsibilities. The main authority and responsibility for civil governance and public
services always belong to the local national government or HN GOs. 10s, NGOs, and
the private sector will support the public administration within the legal framework set
by the government. In crisis management, if a national government is unable or
unwilling to fulfil its responsibilities IOs and NGOs may step in to support the provision
of services.
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Government and public administration

National governments are responsible for governing their states and ensuring the
functioning of society and the economy to provide for the livelihood and welfare of the
population. Their government agencies and public administration enforce laws and
regulations to maintain the functioning of their societies and economies. They provide
security, essential infrastructure, and public services if not provided by the private
sector. Government and public services are generally structured according to
functional areas (e.g. ministries, departments) and often subdivided on geographical
levels (e.g. national, regional, municipal).

Public safety and security institutions include police, border police, customs, and
correction facilities authorities. Depending on the HNs legislation, police forces can
have civil or military status. Law enforcement agencies are important for security and
governance. Police liaison is normally conducted by military police personnel, and
CIMIC personnel must maintain a close relationship with law enforcement agencies.

Civil protection and civil defence. Civil protection is the activity of emergency
services to protect populations, properties, infrastructure and the environment from
the consequences of natural and technological disasters and other emergencies. Civil
defence is the mobilization, organization and direction of the civil population designed
to minimize by passive measures the effects of hostile action against all aspects of
civil life.

Both civil protection and civil defence are key for civil resilience and are the
responsibility of NATO member states or HN governments. Governmental agencies,
sometimes staffed by volunteers, are often responsible for these core tasks, with
supported from NGOs and contracted private sector companies.

Governmental Organisations

GOs other than the HN become relevant based on their specific areas of expertise,
efforts, and objectives. These areas of expertise could include good governance,
security sector reform, healthcare services, economic infrastructure reconstruction,
development, education, or political capacity building. GOs can be involved in
humanitarian or development projects or both, but they may struggle to adhere fully to
humanitarian principles. GOs may operate as part of an international organisation
mandate or through bilateral agreements between the sending government and the
HN. In any case, it's important to know and understand the presence of all GOs in the
area of operations.

Actors, such as GOs, can be classified based on their behaviour toward the audience
as friendly, supportive, neutral, unsupportive, and hostile. It might be helpful to
introduce the category "unfriendly" between "unsupportive" and "hostile" to better
describe adversarial actors who are not necessarily enemies. For example, the
Wagner Group can be classified as unsupportive to unfriendly towards UN troops in
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Mali. In this case, the Wagner Group was not officially linked to the Russian
government but operated as a private paramilitary organization.

Some popular and important examples of friendly GOs are: United States Agency for
International Development (USAID), UK Department for International Development
(DFID) or German Agency for International Cooperation (Deutsche Gesellschaft fur
Internationale Zusammenarbeit (GIZ). However, knowing the rather unsupportive and
unfriendly GOs to NATO operations is also important.

In allied territory, the HN will work with external GOs invited by NATO nations.
Interactions with these GOs will be coordinated through the HN. Outside of allied
territory, the situation may vary depending on the specific operation and
circumstances. If a NATO member state sends the GO, it's likely to be cooperative
and supportive. Ultimately, these factors will determine the level of interaction between
the NATO force and the GO.

The private sector is independent of direct state control and includes any privately
owned individual or group engaged in profit-seeking activities. Its "for-profit" focus sets
it apart from other non-military entities, and in many countries, private sector entities
own significant portions of the national critical infrastructure. They may only coordinate
if it aligns with their business model or is legally required.

Defence and dual-use capabilities and services. The production of defence goods
relies on a defence industrial base, partly controlled by governments but mostly owned
by the private sector. Dual-use capabilities are becoming more important, and the
private sector largely drives new technological developments. A prominent example
of a dual-use capability and service is the global positioning System (GPS).

International organisations (I0) are inter-governmental organisations open to
sovereign states. Treaties establish them and are subject to international law.
Prominent examples include the UN, the European Union (EU), the African Union
(AU), the Organisation for Security and Cooperation in Europe (OSCE), and the World
Trade Organization (WTO). Their missions are highly political.

Non-governmental Organisations (NGO) are private, non-profit organisations
dedicated to humanitarian and development activities. They operate at local, national,
and international levels, pursue different missions, and are accountable to their
trustees, donors, and beneficiaries.

Significant I0s and NGOs are:

United Nations (UN)
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https://www.usaid.gov/
https://www.gov.uk/government/organisations/department-for-international-development
https://www.giz.de/en/html/index.html
https://www.un.org/en/

European Union

European Union (EU)

African Union (AU)

Civil Protection
Humanitarian Aid

European Civil Protection and Humanitarian Aid Operations (ECHO)

unicef&

for every child

United Nations Childrens Fund (UNICEF)

World Health Organisation (WHO)

International Organization for Migration

United Nations Educational, Scientific and Cultural Organization

(UNESCO)

Food and Agriculture Organization

United Nations Development Program (UNDP)

The Office for the Coordination of Humanitarian Affairs ( OCHA)

United Nations High Commissioner for Refugees (UNHCR)

2

’.)M%E%ico’%m Medecins Sans Frontieres (Doctors without Borders)

AMNESTY
WIEIONL 2~ Aminesty International
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https://european-union.europa.eu/index_en
https://au.int/
https://civil-protection-humanitarian-aid.ec.europa.eu/index_en
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https://www.iom.int/
https://www.unesco.org/en
https://www.unesco.org/en
https://www.fao.org/home/en
https://www.undp.org/home
https://www.unocha.org/
https://www.unhcr.org/
https://www.msf.org/
https://www.amnesty.org/en/

Fields of activities of I0Os/ NGOs:

Development Aid refers to financial and technical assistance for the long-term
development of developing countries. Its goal is to stabilize and develop weaker states
regarding governance, civil society, economy, and welfare.

Humanitarian Aid directly alleviates human suffering and is provided by GOs and
supported by the military. Humanitarian organisations operate under principles of
humanity, neutrality, impartiality, and independence. UN OCHA coordinates
humanitarian efforts, but some organisations have their own coordination mechanisms
due to their fundamental principles.

The International Red Cross and Red Crescent Movement consists of the ICRC,
the IFRC, and 190 National Societies. Its mission is to prevent and alleviate human
suffering, protect life and health, ensure respect for the human being, particularly in
times of conflict and emergencies, and work on disease prevention.

1) International Committee of the Red Cross (ICRC). The ICRC's mission
is to protect the lives and dignity of victims of armed conflict and other
violence. It also works to prevent suffering by promoting humanitarian law
and principles. The organisation collaborates with governments, armed
forces, and opposition groups to ensure compliance with the law of armed
conflict and coordinates international relief activities. The ICRC is a private
association under Swiss law mandated by states party to the Geneva
Conventions to assist victims of armed conflict. It is neither an 10 nor an
NGO.

2) International Federation of Red Cross and Red Crescent Societies
(IFRC). The IFRC carries out relief operations to assist victims of natural
and technological disasters, epidemic outbreaks, etc., and combines this
with development work to strengthen the capacities of its member national
societies. The IFRC's work focuses on four core areas: promoting
humanitarian values, disaster response, disaster preparedness, and health
and community care.

3) National Red Cross and Red Crescent Societies. The Red Cross and
Red Crescent Movement consists of 190 National Societies, which provide
vital humanitarian assistance and support to national authorities. They offer
services such as disaster relief, health programs, and aid during armed
conflicts, contributing significantly to civil and military resilience.

49



5. CIMIC contribution to the planning processes
5.1 CIMIC in operational Planning

The Operational Planning Process (OPP) on operational level follows the
Comprehensive Operations Planning Directive (COPD). The TPP on tactical level
follows APP-28 “Land Tactical Planning”.

The CIMIC Functional Planning Guide (CFPG) applies these processes from the X9/
CIMIC personnel perspective. The COPD is usually applied above corps and
component command (CC) levels. Exceptionally, a corps HQ might also choose to use
the COPD for particular reasons. However, the COPD is usually applied by joint HQs
of the NATO Command Structure (NCS), such as the Joint Force Commands
Brunssum, Naples, and Norfolk, and by the Supreme Headquarters Allied Powers
Europe (SHAPE) for the strategic level planning. The CFPG is the reference and prime
document for CIMIC contributions to the NATO Crisis Response Planning (NCRP) and
OPP. CIMIC planners must familiarize themselves with the COPD and read the CFPG
in conjunction with it.

The tactical level planning follows APP-28 for “Land Tactical Planning”.

This chapter is restricted to an overview chart of the NCRP/ OPP from political, down
to operational level to depict the complexity of the planning processes from political
down to operational level. Furthermore, the chapter provides some basic principles for
CIMIC planners and focuses on the CIMIC contribution to tactical planning according
to APP-28.

5.1.1 NATO Crisis Response Planning (Political to Operational level)

NATO Crisis Response Planning

L}
Strategic PoliticaHMilitary Plan (SPMP) I
1

development
semuse - 2aw ssrsssssssssssy pressses

Phase 1
Indications and
Wamings of
PotentialActual
Crisis

Phase2 Phase 3
Deveiopment

P -
>
£
i
2

NAC

of Response Phase 4 Planning ’

Crisis Options:

1

<

T8

& 78

4
.-o-]-‘.-oc -

Phase 1 [3
Indications and H
2 Wamingsof | —sp| “\9sessment i
PotentialActual H H
'
) U |
* . NID with taC
rrrrrrrrr Gudonon
— Bhodeg
¥ sl O
Phase 1 i A J
w Ioviliaal Phase 4 Strategic: Plan Davalopmant
Situational
i Awarenass of e h-:vn
@ PotentialActual 4358 Strategic CONOPS Deveiopment
Crisis I
h:u Taton 'r‘.' N Planning
__»,;,_. 0 Dimctive
Phase 1 l
Initial Phase 4 Operativial Plan Develupnent
Siwational Operational Appreciation =
g ool 2D OemterlCONCPS PRy S—
PotentialActual Strategic Environment Deveioprent —
Crisis
Notes: 1. Following FAD receipt, SACEUR will release provisional CJSOR with ACTWARN to commence formal Force Generation

2, As pant of the collaborative planning process documents submitted to the MC will also be passed lo subordinate Cdrs

Figure 5.1 - NATO Crises Response Planning (NCRP)
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Figure 5.1 is taken from the CFPG and depicts the NCRP Process and OPP. It is
noteworthy that the Comprehensive Approach is already reflected in political-level
planning, using a combination of all instruments of power (political, military, economic,
and information).

5.1.2 Some note-worthy principles for planning

There are some principles for planning to be highlighted. For experienced planners
and practitioners, they might be trivial, but for others, they are important to consider in
the process of planning:

1)

2)

3)

5)

CIMIC planning does not happen in isolation. The CIMIC Staff is always part of
a broader planning team of the respective HQ. On the operational level the
planning groups are usually called joint operations planning groups (JOPG). On
the land tactical level, they are called land operations planning groups (LOPG).
Each HQ does have its standard operating procedures/ instructions (SOP/ SOI)
for operations planning groups (OPG) which detail the respective steps,
activities and products to be delivered.

Planning does not start with “planners” only. A frequent misperception is that
upon receipt of a planning task, the plans section starts working (e.g. searching
and collecting information) and other sections of the division “wait” for the
execution. Upon receiving a planning task, the whole X9 division is activated
for the tasks. Like the X5 (Plans) does not do all the planning on its own, the
X9 “planner” is supported by the X9 analysts (usually in the operations or
knowledge development branches) and liaison elements to provide information,
analysis, and assessment and to use their network to respond to information
requirements.

Planning does not stop with the execution phase. In fact, an operations plan
(OPLAN) is finalized at the end of phase 4b (operational level). The same plan
will be executed in phase 5 (after turning into an operations order OPORD).
During execution, planners develop branch plans or sequels for the OPLAN
which serve as contingency plans for risks or follow-on-plans for subsequent
phases (e.g. a restore phase for liberating occupied territory or a transition
phase). Also, a subsequent campaign/ change in the campaign theme might
trigger follow-up planning.

For effective planning, the planner needs to understand operations. A planner
conducts mentally an operation in the future. This is why a planner must not
only be a master of the steps and phases of the planning process but also
understand and master CIMIC in operations (Chapter 3).

Tactical level planning starts with a (warning-) order and a clear mission for the
tactical commander: The main difference between political, strategic and
operational planning, and tactical planning is that ends, ways and means to
attain the end state and achieve military strategic objectives, have already been
identified. The tactical commander “just” provides the domain-specific military
means to contribute to military strategic and operational objectives. The tactical
commander does so by accomplishing a identified mission with assigned

51



capabilities and assets. Tactical planning identifies how to employ these
capabilities to accomplish the commander’s mission. Subsequently, CIMIC
tactical planning (and execution) focuses on how to support the commander’s
mission accomplishment.

5.1.3 Initial situational awareness (Phase 1)

From a CIMIC perspective, this phase is dedicated to forming a common
understanding of the linkages in the civil environment. Due to sensitivities, planning
efforts are classified. Direct liaison authority (DIRLAUTH) is unlikely at this stage, so
there will be little external engagement. The CIMIC estimate may start by J/ X9 in this
phase. CIMIC would identify non-military actors and determine their role their relations,
and the HN civil emergency structures. The CIMIC planner can start to work on the
actor's diagram and has to determine what CIMIC-related aspects will impact possible
engagement and initial deductions. Coordination between X2/ X9 is necessary at all
levels. Analysis should also include (where possible and where applicable) a study of
HN resiliency status.

CIMIC contribution in Phase 1:

- Open source information gathering.

- Start the SWOT analysis (Identify civil strengths, weaknesses, opportunities,
and threats).

- Actors diagram (Identify non-military actors and determine their role and their
relations) in the AOI.

- Start of the request for information (RFI) process.

- Start CUOE if initiated.

- Start of the CIMIC estimate (use TOPFAS?3, if possible, as a situational
awareness tool).

5.1.4 Appreciation of the environment (Phase 2)

Phases 1 and 2 of the OPP are focused on the same central idea — to create a shared
understanding of the operating environment at both tactical and operational levels.
The only significant difference between the two phases is the level of detailed analysis.
Phase 1 is focused on scanning the horizon for potential crises; and once directed by
the commander, initiating the CUOE. Phase 2 is a more detailed analysis of the crisis,
resulting in advice to the higher level and providing them with the developed CUOE.
Regionally focused and already deployed HQs (MNC-NE, MND-SE, NFIUs, etc.)
possess unique regional situational awareness that can be used during the OPP.
Therefore, RFI process continues. The CUOE phase starts with receiving the warning
order from the higher HQ (strategic warning order for the operational level; operational
warning order for the tactical level), which will be followed by the activation of the
operations planning group (OPG) at every level. Once an OPG is activated, it is usually
composed of three teams. CIMIC plans have to support all three teams :blue (friendly
forces), red (adversary forces), and green (others). CIMIC work at this phase is
captured below:

- Liaise with organisations and agencies as far as authorized (DIRLAUTH).
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- Contribute to the operational liaison and reconnaissance team (OLRT) if
deployed.

- NFIU - RFls/ OLRT- RFls.

- Contribute to CUOE / support the analysis of the PMESII & TE domains.

- Update the CIMIC estimate, SWOT analysis, actors diagram.

- Contribute to the liaison and engagement matrix (led by SHAPE J9).

- Participate in blue, red and green planning teams.

- CIMIC contribution to the CUOE (C30E) briefing to the OPG.

- Analyse (tactical level) and contribute (operational level) to SACEUR’s strategic
assessment.

- Disseminate (operational level) and contribute (tactical level) to SACEUR
military response options (MROs)

- Start compiling data for CIMIC sites of significance, key non-military actors, and
crisis emergency planning (CEP?*) structures and procedures.

- Contribute to CIMIC relevant commander's critical information requirements
(CCIRs).

It should be noted that CUOE is cross-functional, drawing engagement from the most
appropriate subject-matter experts (SME) across the whole HQ and external
augmentation as required to provide a holistic view of all possible PMESII & TE
elements in combination with the ASCOPE analysis matrix. At this phase, X9 staff
members, in addition to X2, should actively engage with other members across the
whole HQ and contribute to their processes in activities such as intelligence
preparation of the battle space (IPB), targeting, non-lethal effects and other relevant
activities.

5.1.5 Operational Statement (Phase 3)

The focus of Phase 3 is to understand the challenges, the operating environment, and
the mission through detailed staff analysis. It is essential that the CIMIC planner
understands CIMIC as a joint function, which can influence the whole planning process
and should be considered as integral part of collaborative planning.

Phase 3 is divided into two different steps:

1) Phase 3a - Mission analysis (looking for the ‘what’).
2) Phase 3b — Course of action (COA) development (looking for the ‘how’).

Phase 3a - Mission analysis determines the operational/ tactical problem that must
be solved, the specific operational/ tactical conditions to be created and the key
operational factors. Mission analysis for the CIMIC planner consists of an in-depth
analysis of the civil environment to determine the problem to be solved (the “what”)
and the conditions that must be established.

The C30E is completed before starting this phase, and a factor analysis?® (Factor/
Deduction/ Conclusion) summary sheet must be developed as integral part of the
CIMIC estimate (Link to CFPG Annex B and F for a sample factor analysis).

The main CIMIC products of Phase 3a are the contribution to the mission analysis and
the development of a draft CIMIC concept?6. A CIMIC concept depicts how CIMIC will
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to be employed in the theatre and support the mission. CIMIC work at this sub-phase
is captured below:

- Factor analysis (key in the mission analysis).

- Contribute to the development of the liaison matrix.

- Provide input into operations design and centre of gravity (COG?’) analysis.

- Complete CIMIC sites of significance.

- Determine NATO and HN CIMIC forces available and CIMIC C2 structure.

- CICOM® (if relevant) at all levels.

- Identify gaps in civil capacities/capabilities with impact in own operations.

- Update the CIMIC estimate (to be continued until Phase 4b).

- Start drafting the CIMIC concept.

- Prepare the CIMIC contributions to the mission analysis briefing (MAB2°).

- Receive/ disseminate (operational level) strategic planning directive (SPD),
coordinate and contribute to operational planning directive (OPD) and
component planning guidance (CPG?30).

This sub-phase ends with the mission analysis briefing (MAB). The key product from
the MAB are the operational planning guidance (OPG) at joint level and component
planning guidance (CPG) at component level to guide the main subordinate units. The
CIMIC planners have to contribute to the OPG and CPG at each level in order to guide
the further development/ update of the CIMIC estimate in support of the following
stages of the planning process.

Phase 3b — COA development aims to select how best to conduct out operations in
accordance with the Commander's intent. It includes a review of the commander's
planning guidance, the development of the courses of action (COAs) and contributes
to the combined joint statement of requirements (CJSOR). The own (blue) COAs will
be tested against the adversary (red) COAs during war gaming to refine them. X9
participates in the war gaming in green team portraying the actions of non-military
actors and their impact on the operation and the implications of military (own and
adversary) operation on civilian activities and population.

- Update the CIMIC estimate and the liaison and engagement matrix.

- Provide input to both blue and red COAs.

- CICOM at all levels to coordinate the CIMIC Concept for each COA.

- Analyse the effects of non-military actors.

- Participate in the war gaming on the green team.

- CIMIC contribution to MoE-MoPs.

- Contribute with CIMIC relevant input to CJSOR.

- Contribute to operational/ component planning directive.

- Start drafting appendixes 2 (CIMIC Structure) and 5 (Reports and Returns) to
the Annex W of the OPLAN.

At the end of this phase, the whole CIMIC Staff must have a clear understanding of
the CIMIC capabilities required to support the selected COA, staff augmentation
requirements, the CIMIC concept and the supporting C2 arrangement. For the COA
decision brief, CIMIC planner has to create a CIMIC concept for each blue COA (a
single CIMIC concept can support all the blue COAs, but can also differ pending on
the presented blue COAs).
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5.1.6 OpPlan Development (Phase 4)

The purpose of this phase is to transfer the ideas expressed in the chosen and refined
COA into a written OPLAN. OPLAN development is split into two distinct parts:

1) Phase 4a - Concept of operations (CONOPS) development.
2) Phase 4b - Operation plan (OPLAN)/ operation order (OPORD) development.

Phase 4a - CONOPS development begins following the revision of the commander’s
selected COA (during COA decision brief), the operational/ tactical design, the
provisional component mission, and the corresponding objectives. The CIMIC
involvement during this sub-phase will be:

- Update the CIMIC estimate.

- Ensure relevant cross cutting topics3' are considered.

- CICOM at all levels.

- Ensure CIMIC-relevant information is integrated in the main body of the
CONOPS*.

- Contribute to the key annexes to the CONOPS"*.

- Continue the development of the appendices to annex W to the OPLAN (to
include, but not limited to, appendixes 3 ‘Key civil organisations’ and 4 ‘CIMIC
Sites of Significance’.

Phase 4b — The purpose of OPLAN development phase is to implement the
CONOPS and to determine the conduct of operations. In the OPLAN development
CIMIC contribution to the OPLAN main body and annexes.

- Finalized ANNEX W and its appendixes®2.
- CICOM at all levels.

This phase ends with the signed OPLAN as the responsibility for the further planning
is now transferred from X5 to X3.

5.1.7 Execution (Phase 5)

This Phase starts after the promulgation of NAC execution directive (NED) and the
receipt of the activation order (ACTORD). The purpose of this phase is the execution
of the approved OPLAN. It requires interaction with other military and non-military
actors to conduct integrated, coordinated and synchronized activities. CIMIC will
contribute to this phase by providing the commander with periodic and specific CIMIC
assessments.

Phase 5 could have many sub-phases. The NATO planning cycle of PLAN (X5), refine
(X35), execute (X3) and assess (operational analysis branch) firmly kicks in. The
CIMIC plan will be refined and then given to the X3 shop. The CIMIC planners will
likely remain with the OPG and look at subsequent operations and ultimately, the
transition.
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5.1.8 Transition (Phase 6)

The purpose of this phase is to review, develop and coordinate a tailored OPLAN or
SUPPLAN for transition, including the handover of responsibility to the HN, or
international organisations , or a follow-on force. The planning for disengagement of
NATO forces must be initiated well in advance and may involve a large number of non-
NATO actors. Continuous liaison and coordination between Alliance HQs on all levels,
the HN, and civil organisations and agencies is essential.

The CIMIC involvement during this phase will be to:

- Participate in the planning process and procedures for the handover of
responsibilities.

- Facilitate the interaction with other international or national actors in developing
a transition OPLAN or SUPPLAN.

For an illustration of the phases of the OPP, see chapter 8.3.

5.2.Tactical Planning Process

Different planning processes are utilized at the tactical level. It is important to
distinguish between the higher and lower tactical levels, even though there are
national planning processes. While the Multi Corps Land Component Command
(MCLCC) and above typically use the COPD for planning, units up to corps level use
the APP-28.

This chapter aims to offer a standardized approach to planning of operations for units
up to the corps level despite the varying sizes and capabilities of different CIMIC Staff
due to national planning. As a result, the roles, positions, inputs, activities, and outputs
of the CIMIC Staff may also differ.

Planning

The purpose of planning is to synchronize the actions of forces in time and space while
assessing the vast amount of information provided to achieve objectives. Effective
planning incorporates the philosophy of mission command and the manoeuvrist
approach.

To plan effectively, CIMIC Staff must be aware of the limited time available and use it
judiciously. Therefore, they must ensure that all processed information related to the
civil factors of the operating environment (CIMIC estimate) is available at all times at
their respective levels.

As the capabilities for CIMIC analysis and assessment are limited at the brigade and
division level are limited, it is essential to ensure close coordination with CIMIC
subordinates and higher-level CIMIC counterparts (e.g., via VTC or BMS). Therefore,
functional area coordination with the CIMIC Staff of different levels will be ensured.
This will help to coordinate, synchronize, and deconflict CIMIC efforts while facilitating
parallel planning at the respective levels.

4 see APP-28 page 1-1 to 1-3
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Although the main role in integrating civil factors into the planning process lies with the
CIMIC Staff, civil-military interaction is not limited to CIMIC personnel alone.
Therefore, it is crucial for the CIMIC Staff to establish proper cooperation with other
staff elements (in particular, but not limited to, staff branches 2 and 3) and staff
advisers such as InfoOps/ PsyOps PAO, LEGAD, POLAD, GENAD, MEDAD, PM,
Targeting, and StratCom, at their respective levels. A collaborative contribution to a
comprehensive approach with non-military actors must also has to be considered at
all times in order to have access to the assessment of non-military actors and their
priorities.

Tactical Planning

Planning tactical operations for land forces involves an iterative approach that
comprises of 3 phases and 7 steps, as shown in Figure 5.2. Typically, commanders
and staff perform these steps sequentially, but they may need to revisit them as they
learn more about the situation before producing a final plan and/ or order. The CIMIC
Staff plays a crucial role in this process by updating the CIMIC estimate as a repository
throughout the tactical planning phase. This contributes to the CUOE and to the
Intelligence Preparation of the Operating Environment (IPOE) with facts, assumptions,
conclusions, and recommendations to the commander.

= Understanding the Situation and Mission Y Develop & Consider Courses of Action T Communication

| Situation Updates & Estimates
1
[ IPOE & Targeting
1
Risk
STEP 1 T
Receipt of i:? PG Decision Support Tools
— BB
Receipt of Mission STEP 2A - Orders Analysis \
Orders Analysis PG

STEP 2B - Factor Analysis
STEP 3
m Mission Analysis 48 || Course of Action Development

(Werming v | Courseof Action

Legend
Optional briefing
Default briefing
N PG Commander’s planning guidance (PG)
¢ BB Back brief (BB) to superior commander

o Back brief from subordinate commanders

. ». .

Figure 5.2 - Tactical Planning for Land Forces — Overview

Tactical planning is a dynamic process that involves interrelated activities such as
IPOE, targeting, risk management, and more. It integrates the 8 joint functions into a
synchronized plan that includes time, space, forces, and information, in order to
develop orders for execution. CIMIC plays a crucial role in most of these functions and
has to be incorporated into the planning efforts, working groups, and boards to provide
appropriate input.

To achieve effective tactical planning, commanders and their staff need to hold regular
formal meetings and briefings to discuss, assess, and approve or alter planning efforts
as they progress. However, informal interactions between the commander and staff at
frequent intervals can also improve understanding of the situation and ensure that the
staff's planning efforts adequately reflect the commander's visualization of the
operation. CIMIC Staff should participate in such meetings with the commander to

57



develop a CIMIC mindset and positively influence the commander's intent and the
visualization of the operation in line with a CUOE.

Role of CIMIC Staff

During tactical planning, the CIMIC Staff’s focus is on supporting the commander to
understand the civil factors of the operating environment, make decisions, and
synchronise those decisions with plans and orders. Plans and orders will occur in
many forms and vary in the scope, complexity, and length of time they address. The
Operation Order (OPORD) is the means by which planning is directed for execution.
At the same time, information releasable to non-military actors should be prepared by
CIMIC Staff to inform about the decision taken, if NMA need to know or if they reported
the topic discussed.

CIMIC Staff initially focuses its activities on mission analysis. Their contribution to
products developed during mission analysis helps commanders to understand the civil
factors of the operating environment and develop their visualisation for the conduct of
the operation. During COA development, CIMIC Staff employ creative thinking to
support the development of different options to accomplish the mission. Furthermore,
CIMIC Staff assist the commander in deciding on the optimum COA.

Role of the CIMIC Estimate

The CIMIC Estimate'® is often misunderstood as a document that covers all aspects
of the civil situation. However, due to the complexity and clutter of the operating
environment, it is impossible to provide a comprehensive description of every aspect.
Therefore, the CIMIC estimate is a continuous process executed by CIMIC Staff. It
creates the basis for contribution to staff processes and products and serves as a
repository of data, information and products concerning the civil factors of the
operating environment.

The CIMIC estimate serves as the foundation for the entire CIMIC Staff work. It gives
the required context to provide an accurate and detailed CIMIC assessment and
advice at all times.

Depending on the scenario, planning may begin well before a potential deployment,
and thus the CIMIC estimate must be continually updated.

Phases and steps in the tactical planning process

The following section will be divided into the phases and steps. To assure readability
the sections will follow the scheme below:

brief description of the phases and steps
CIMIC key inputs

CIMIC key activities

CIMIC key outputs

15 See Annex 8.5 CIMIC Estimate repository
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5.2.1. Phase 1 — Understanding the Situation and Problem
Step 1 — Receipt of Mission

Description

The primary objective of step 1 is to inform the staff and subordinate formations/units
to begin preparing for the planning process, determine which information is already
available, and what additional information still needs to be obtained. It also involves
preparing for mission analysis.

CIMIC key Inputs

CIMIC relevant aspects in higher HQ'’s plan or (warning) order, new mission or
new tasks anticipated by the commander. (e.g. assigned tasks and implied
tasks [input to other staff functions])

CIMIC input, which has an impact on the mission/task in updated IPOE
products' own unit and higher HQ. (sources for own estimate)

(start) CIMIC estimate 10T update, de-conflict and synchronise with other staff
products and estimates (possible sources for own estimate)

Appropriate NATO(CIMIC) Doctrine Publications, field manuals, SOP’s/SOl’s,
TTPs, Handbooks, (up to date)

Previous Lessons Learned, including Best Practices, from (non-military)
partners that have recent experience in the area of operations

CIMIC key activities

Alert CIMIC Staff and key (civil) participants
CIMIC Staff to prepare for planning (being part of HQ staff planning group)
CIMIC Staff (planners) contribute to IPOE (providing CIMIC Contribution to
the Common understanding of the Operational Environment)®
Open source information gathering, using also Reach Back (RB) institutions
(will continue during whole planning process)
CIMIC Staff update CIMIC estimate (repository of all available data,
information, etc., concerning the civil environment) and prepare
conclusions based on the Information requirements (CCIRs, assigned/
implied tasks)
CIMIC Staff to initiate and/or contribute to tasks (own CIMIC elements) and
RFls when/ where applicable (is part of the whole planning process) (does
another branch or a civil entity can provide information/ can CIMIC
support requests of other staff branches)
CIMIC Staff (when/ where applicable) contribute to:

o start on mission timelines and estimate staff planning timelines

o preparation and execution of receipt of mission briefing

o preparation of the commander’s initial planning guidance

o initial WNGO

16 For more information see AM-86-1-1, p.17-p.19
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CMI to respective contributors to the planning, taking into account the
responsibility and laws of NMAs
o Stability ops: direct liaison of the force with NMA
o On Allied territory CIMIC liaison via HN CIMIC/governmental and public
administration to relevant non-military actors (international, national, HN)
(Extended Liaison Matrix), DIRLAUTH
Coordination with higher HQ 10T be able to conduct parallel planning efforts
in case OLRT/ ICE"" will be deployed, CIMIC personnel to be included under
the principle: “first in — last out”

CIMIC key Outputs

CIMIC contribution (when/ where applicable) to planning group outputs (CIMIC
assessment/ CIMIC advice'®):
o commander’s initial planning guidance, including approved mission
timelines and planning timelines
receipt of mission briefing
updated actors diagram (social network analysis)
tasks and RF/I’s (if required)
Issue a warning order

O O O O

CIMIC estimate (to be continued)

5.2.2. Step 2 — Mission Analysis
Description

There are two sub-steps to mission analysis: order analysis and factor analysis.

CIMIC key Inputs

Sub-step 2A: Order Analysis. Order analysis helps commanders identify what the
command must accomplish, when and where the (CIMIC) tasks must be performed,
and most importantly why (the purpose of the operation). In parallel, the CIMIC Staff
will start with sub-step 2B — Factor Analysis to assess the influence of these factors
on accomplishment of the mission.

CIMIC Staff retrieve any CIMIC relevant detail from higher HQ’s plan, (warning)
order, or changed situation that has not been received so far. (e.g. assigned
tasks and implied tasks [input to other staff functions])

CIMIC Staff identify/ explore CIMIC-related knowledge products from other
organisations or any new information from other relevant non-military actors
(e.g. civil conditions to be identified).

17 Operational liaison and reconnaissance team/ Initial command element
18 For definition see Lexicon

60



Finally, the CIMIC Staff to synchronise and de-conflict with other updated
running staff estimates IOT update their own CIMIC estimate. (Meeting
Boards'?)

Sub-step 2B: Factor Analysis. In sub-step 2B, the (CIMIC) staff analyses the situation
in relation to the formation’s/unit’s mission.

CIMIC Staff to collect higher HQ’s intelligence and knowledge products to
retrieve CIMIC relevant details.

CIMIC Staff to gather all aspects (factors) with importance for the specific
military operation?® in part 2a, Order Analysis.

CIMIC (key) Activities

Sub-step 2A: Order Analysis. Order analysis determines the focus for the next sub-
step (2B) — Factor Analysis. All conclusions or review questions drawn from the order
analysis must be addressed during the factor analysis.

CIMIC Staff (when/where applicable) contribute to:

Analysis of higher commander’s plan or order/annexes on CIMIC-specific parts.
A key aspect of Mission Analysis is identifying what the (CIMIC) formation/unit
must do to meet the higher commander’s intent. CIMIC staff analyse the
following to help determine how to accomplish the mission:
= Superior commander’s intent (2 echelons up [OpOrder/ OPlan]) and own
commanders’ (CIMIC) formation’s/unit’s role in the overall plan
» Role/Mission of the adjacent (CIMIC) formations/units (if any) and their
relationship to the higher headquarters’ plan (assigned tasks)
= Determine specified and implied CIMIC tasks (implied tasks [input to
other staff functions])
= Determine any constraints and restraints from a CIMIC perspective (What
needs to be avoided/proclaimed)
= Identify critical facts and develop assumptions from a CIMIC perspective
(based on the CIMIC Estimate)
= |dentify risks, opportunities and critical points from a CIMIC perspective
(Risk analysis/ SWOT analysis)
= Support/contribute to establishing the Commander’s Critical Information
Requirements (CCIRs), Essential Elements of Friendly Information
(EEFIs), tasks (own CIMIC elements), etc. and other requests for
information (RFIs) and clarifications. (CIMIC Assessment and Advice
based on the evolving CIMIC Estimate)
Contribute to the development of a (restated) mission statement?'. This
becomes the formation’s/unit’s mission statement which is a short sentence
describing the organisation ’s essential task and purpose. This will be a guiding
statement for CIMIC elements in support to their tasks.

19 See SOP Battle Rhythm respective unit
20 For more information see AM-86-1-1, p.17-p.19
21 When restated it needs to be approved by the higher echelon.
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Contribute to the formulation of the commander’s initial intent. Commander’s
initial intent captures the objective and purpose to forces, space, time and other
non-military actors. (based on the CIMIC Staff activities until this point)

Develop additional Commander’'s Planning Guidance (CPG). This mainly
includes support to the development of selection criteria. Selection criteria are
‘standards’ the commander and staff will later use to measure one COA's
relative effectiveness and efficiency compared to others. CIMIC Staff has to
include selection criteria which influence the civil environment. These selection
criteria can change from mission to mission and must be clearly defined and
understood by all staff members before starting the analysis method of the
COAs. CIMIC Staff members, focusing on specific functional areas (e.g. fires
and force protection), score each COA by using those criteria.

Prepare the Order Analysis briefing??. The Orders Analysis briefing should
consist of the following for CIMIC Staff to contribute where/when applicable
from a CIMIC perspective:
» The superior commander’s intent (2 echelons up) (OpOrder/ OPlan)
» The higher commander’s mission, intent and concept of operations (1
echelon up) (assigned tasks)
» The formation’s/unit’s role/mission in the overall plan (assigned tasks)
» Tasks of other formations (implied tasks [input to other staff functions])
» Constraints and restraints (What needs to be avoided/proclaimed)
» Facts and assumptions (based on the CIMIC Estimate)
» Risks, opportunities and critical points (Risk analysis/ SWOT analysis)
= [nitial CCIRs (CIMIC Assessment and Advice based on the evolving
CIMIC Estimate)
= How the changing situation might affect the commanders’ mission
= CIMIC input to the restated Mission statement
= CIMIC input to the commander’s initial intent (based on the CIMIC Staff
activities until this point)
= CIMIC input to the additional commander’s guidance

Sub-step 2B. Factor Analysis. In this step, the staff analyses the situation about the
formation’s/unit’s mission.

CIMIC staff (when/ where applicable) contribute to:

Staff analysis on specific parts of the order and annexes (when it has CIMIC
relevance). The CIMIC Staff conducts an order analysis from a CIMIC
perspective on the main text and relevant annexes (e.g. Annex W) of the higher
HQ order, mainly regarding:

» Assigned and implied CIMIC tasks
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= Constraints and restraints
» Facts and assumptions
» Risks, opportunities, and critical points
= CCIRs

e Review of other non-military actors’ capacities and capabilities. Review civil
environment (based on the Seven Baseline Requirements [7BLR] or economic,
social, information, and infrastructure from PMESII). Review civil
considerations such as areas, structures, capabilities, organisations , people,
and events (ASCOPE) to identify critical vulnerabilities to protect. This has a
direct link to Cross-Cutting Topics.

e Review troops and support available to identify capability shortfalls and
vulnerabilities to protect. This analysis should include capabilities of civilian and
military organisations (joint, special operations, and multinational) that operate
within the formation’s/unit's AOO/AOI%3. CIMIC Staff focus on the non-military
actors. CIMIC Staff may also contribute to a Centre of Gravity (COG) analysis
of own troops to identify critical friendly vulnerabilities when time and personnel
are available. In COA development, measures should be developed to protect
any vulnerabilities identified.

e Identify risks and begin risk assessment. CIMIC Staff to develop specific
measures to mitigate risks from a CIMIC perspective, occurring in COA
development, but may be optional depending on time and personnel available.
(Risk analysis)

e Develop/assist CCIRs. CCIRs cover all aspects of the commander’s concern,
including EEFI?4. (CIMIC Assessment and Advice based on the evolving
CIMIC Estimate)

e Support the development of the initial Intelligence Collection Plan (ICP) IOT
deconflict with S/G/J2 which topics will be described by CIMIC. The ICP details
collection priorities and resources to be tasked and sets in motion in addition to
CIMIC reconnaissance, surveillance, and intelligence operations. It may be
issued as part of a WNGO, FRAGO, or an OPORD. (information gaps/ needs
of the civil environment)

e Prepare the Mission Analysis Brief (MAB). CIMIC Staff Officer presents a
summary of the running CIMIC estimates for their specific functional area
(including civil environment considerations) and how their findings impact, or
are impacted, by other functional areas. (comprised CIMIC Assessment and
Advice on the most relevant points)

e Develop additional CPG. As more information becomes available, the
commander and staff refine their initial plan for using available time. From this,
they determine windows of opportunity for exploitation, times when the

23 See NATO Term for AOO and AOI. Thus, AOI covers the area of potential upcoming AOO.
24 Essential elements of friendly information
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formation/unit will be especially at risk of enemy activity, or “when action to
arrest deterioration in the local civilian environment may be required”.

e Develop a WNGO, depending on the situation, the WNGO may contain:

» The approved restated mission statement. (check for CIMIC implications)

» The commander’s initial intent. (check for implications from a CIMIC
perspective)

» Changes to the task organisation . (check for implications for CIMIC
elements )

» The formation/ unit AOO (sketch, overlay, or some other description).
(check for implications on CIMIC elements and CIMIC tasks)

» |POE planning products and overlays, including CCIRs. (check for CIMIC
input/contribution when delivered)

» Risk mitigation guidance. (check implications for CIMIC risk
assessment)

= |nitial information collection plan. (check implications for CIMIC
elements)

* Movements/actions to initiate. (check implications for CIMIC elements)

e Commander’'s initial Back-Brief?>. Phase 1 concludes with the lower
commander (subordinate) providing a back brief to his higher commander to
ensure they have a shared understanding of both the mission and intent. The
CIMIC subordinated units/elements can utilize this tool to, e.g., forward
respective requests, seek clarification, and express major concerns.

Valid for whole step 2.

o CIMIC Staff will provide additional input to the Liaison and Coordination Matrix.

e CIMIC Staff should initiate their own tasks (CIMIC Elements) and RFls
when/where applicable and contribute, if needed, to other RFls.

e CIMIC Staff should conduct functional area coordination (CICOM format via
VTC) IOT coordinate, synchronise and de-conflict CIMIC contributions with the
MAB, the CIMIC estimate and other CIMIC parallel planning efforts.

e CIMIC Staff has to facilitate consultation with relevant NMA in order to advise
the planning group and incorporate relevant civil input into the planning process
where needed (to be coordinated with higher HQ).

CIMIC (key) Outputs

e CIMIC estimate (to be continued) (Main Effort)
e Other efforts are the CIMIC contribution (when/where applicable) to planning
group outputs:
= jssue commander’s initial intent
= deliver order analysis briefing

25 See SOP for briefing of the respective unit (e.g. Battle Management Systems, like SitaWare HQ or ELIAS and
others)
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= deliver MAB, including conclusions from order analysis, evaluation of
factors — including key CIMIC-related factor analysis (civil environment
considerations) that is part of CIMIC estimate

= jissue revised CPG: can include selection criteria for COA development
and guidance on COA development

= deliver commander’s initial back brief to higher commander

= jissue tasks and RFI’s (if required)

Phase 2 — Consider and develop Courses of Action (COA)

5.2.3 Step 3 — COA Development
Description

In the process of developing a CIMIC plan, the planners use several inputs, including
the mission statement, commander’s intent, planning guidance, conclusions of the
IPOE and the evaluation of CIMIC factors analysis.?® These inputs are used to create
various options for the commander to choose from. The purpose of this step is to
provide the commander with options for accomplishing the mission.

CIMIC Key Inputs

e CIMIC relevance of:

steps 1 and 2 outputs: Mission Statement and Commander’s Initial Intent
other staff running estimates (IOT update CIMIC estimate)

updated facts assumptions and CCIRs

any new information from the higher HQ, adjacent units, own and attached
units

any new information from any other relevant non-military actors

revised CPG: Selection criteria for COA development and Commander’s
COA development guidance

assigned and implied tasks and essential tasks

updated IPOE

COG analysis (optional)

CIMIC (key) Activities

e CIMIC Staff (when applicable) contribute to choosing a COA development
method that can include:

assess relative combat power

generate options: brainstorming, movie-method or war-gaming

establish a CIMIC CONOPS (optional depending on time and personnel
available)

array Forces

assign tasks (and, as required, headquarters), e.g. linked to required CIMIC
task organisation (assets, units)

26 The branches in charge of for this are X2 (Intelligence), X3 (Operations) and X5 ( Plans)
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= develop COA Statements and Sketches (will lead to development of
adversary COA’s including most likely and most dangerous)

= create mitigation factors, e.g. collective efforts to minimize collateral
damage and enhance Protection of Civilians (PoC) and look into other CCTs

= prepare COA briefing

= COA validation

CIMIC staff continue contribution to the Liaison and Coordination Matrix

CIMIC staff to initiate tasks and RFIs when/ where applicable

CIMIC Staff to direct/ guide CIMIC elements

CIMIC Staff to support planning group in identifying and analyse effects of

relevant complementary non-military actors’ actions, including NATO, on the

operating environment

CIMIC Staff to conduct and participate in functional area coordination 10T

coordinate the CIMIC input for each COA and further synchronise CIMIC

parallel planning efforts.

CIMIC (key) Outputs

5.2.4.

CIMIC contribution (when/ where applicable) to planning group outputs:
= COA briefing

friendly COAs including sketches

adversary (enemy) COAs including sketches

COA comparison products

updated assumptions and CCIRs

revised CPG

tasks and RF/I’s (if required)

Force Generation Process

CIMIC estimate

Step 4 — COA Analysis

Description

The purpose of COA analysis is to enable commanders and staffs to identify
difficulties, coordination issues, or probable consequences of planned actions for each
COA being considered.?’

CIMIC key Inputs

CIMIC relevance from:

= steps 1, 2 and 3 outputs: Revised planning guidance, accepted COA’s for
further analysis, COA statements and sketches

= refined ACOA'’s

= updated assumptions

= updated other staff running estimates (IOT update own CIMIC estimate)

= any new information from higher HQ, adjacent units, own, and attached
units

* any new information from any other relevant non-military actors

27 The branches in charge for this step are G/J2 (Intelligence), G/J3 (Operations) and G/J5 (Plans).
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CIMIC (key) Activities

CIMIC Staff (when/ where applicable) contribute to:

select analysis technique

select ACOA to compare

select critical events and decision points to analyse

select analysis method

list assumptions and CCIRs

conduct COA analysis — define if CIMIC can support and what the CIMIC
preferred option is (including mitigation factors, see step 3)

summarize what is recorded and assess the results

refine selected COAs — is this the CIMIC preferred COA as the best option,
and are mitigation factors included to minimize collateral damage and
maximize PoC?

CIMIC Staff to initiate RFIs when/where needed
CIMIC Staff to direct/ guide CIMIC elements

CIMIC (key) Outputs
CIMIC contribution (when/where applicable) to planning group outputs:

refined COAs

updated potential DPs

COA analysis results

updated assumptions and CCIRs
revised CPG

deliver COA analysis briefing (optional)
tasks and RFls (if required)

CIMIC estimate (to be continued)

5.2.5. Step 5 - COA Comparison
Description

The purpose of conducting a COA comparison is to compare friendly COAs against
adversary COAs in an objective manner, using criteria approved by the commander.
The aim is to evaluate all COAs independently and identify their strengths and
weaknesses. The CIMIC Staff must ensure that they can support all possible COAs
and respond to possible ACOAs.

CIMIC key Inputs

CIMIC relevance from:

steps 1-4 outputs

updated other staff running estimates (IOT update own CIMIC estimate)
refined COAs

evaluation criteria

COA’s analysis results

updated assumptions and CCIRs

any new information from higher HQ, adjacent units, own, and attached
units

any new information from any other relevant non-military actors

revised CPG
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CIMIC (key) Activities

CIMIC Staff (when/ where applicable) contribute to:

= determine COA advantages and disadvantages analysis

= compare and rate friendly COA’s in different contexts

= compare COA’s performance/risk against ACOA’s

= compare COA’s against the commander’s COA selection criteria

= identify the staff's preferred COA (e.g. including providing the most secure
and stable environment for civilians in the area of operations)

= prepare a COA decision brief

CIMIC Staff to provide CIMIC relevant information to be known to the whole

staff reflected in CONOPS (continue drafting Annex W and certain Appendices)

CIMIC Staff to direct/ guide CIMIC elements

CIMIC Staff to initiate RFIs when/where applicable

CIMIC Staff to facilitate consultation with relevant civil organisations in

preparation for the development of the appendices to Annex W — to include, but

not limited to App 3 and 4 (need to be coordinated with higher HQ). Be prepared

to structure according to the 7BLR.

CIMIC (key) Outputs

CIMIC estimate (to be continued)

CIMIC contribution (when/where applicable) to planning group outputs:
= COA decision brief
General:

intent 2-up

mission, intent and CONOPS 1-up

conclusions and results updated IPOE

a (restated) Mission Statement Who, What, Where, When, Why
constraints and restraints

facts and assumptions

risks, opportunities and critical points

list of CCIRs

For each COA:

commander’s intent

CONOPS (including CIMIC part)

TASKORG (including CIMIC Task organisation)

summary of COA analysis

residual risks which are associated with the COA - If existing or tasked
by higher command and contribute to the Assessment Measuring (G10)

Recommended COA by the staff:

tasks and RFls (if required)

Phase 3 — Communication
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5.2.6. Step 6 - Commander’s Decision
Description

In Step 6, the commander selects a COA for the staff to develop into a plan. After the
COA Decision Briefing (see previous step), the commander selects the COA that (in
his judgment and experience) will best accomplish the mission.?®

CIMIC key Inputs

e CIMIC relevance from:

steps 1-5 outputs:
o evaluated COAs
o recommended COA
o updated IPOE
updated other staff running estimates (IOT update own CIMIC estimate)
assumptions and CCIRs
any new information from higher HQ, adjacent units, own, and attached
units
any new information from any other relevant non-military actors
revised CPG

CIMIC (key) Activities

o CIMIC Staff (when/ where applicable) contribute to:

commander’s decision on COA

commander’s preparation of his final planning guidance (including which
contingencies still needs to be planned and developed — branches and
sequels and how the OPLAN/OPORD needs to be processed and issued
develop WNGO

e CIMIC Staff to initiate tasks and RFIs when/where applicable

e CIMIC Staff to direct/guide CIMIC elements

e CIMIC Staff, as the HQ coordinator for CCT, to assure that for the CONOPS all
CCT relevant information is covered on the same way as described for CIMIC
and to produce (if needed) an appropriate Annex)

e CIMIC Staff to conduct/participate in functional area coordination [IOT
coordinate the CIMIC input in the approved COA/ CONOPS and final CPG

CIMIC (key) Outputs

e CIMIC contribution (when/where applicable) to planning group outputs:

commander-approved COA and any modifications

refined commander’s final intent and CCIR’s

issue final CPG

back brief decision to higher commander (if time or ordered)
RFTI’s (if required)

e |ssue a Warning Order

2 The branches in charge for this step are X/J2 (Intelligence), X3 (Operations) and X5 (Plans).
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5.2.7. Step 7 — Transition
Description

The purpose of Step 7 is to produce and transition the plan from the planning cell to
the current operations cell, issue the order, and ensure subordinates’ understanding
of the upcoming operation. The staff prepares plans and orders by turning the selected
COA into a clear, concise CONOPS with the required supporting information. The
selected COA sketch becomes the basis for the operation overlay.

CIMIC key Inputs
e CMI/CIMIC relevance from:

steps 1-6 outputs, including updated IPOE, commander-approved COA and
any modifications, refined commander’s final intent and CCIRs

updated other staff running estimates (IOT update own CIMIC Estimate)
updated assumptions and CCIRs

any new information from higher HQ, adjacent units, own, and attached
units

any new information from any other relevant (civil) actors

final CPG

CIMIC (key) Activities

o CIMIC Staff (when/ where applicable) contribute to:

plans and orders reconciliation

approving the plan and/or orders

transition the operations plan or OPORD from the planning cell to the
operations cell

prepare and issue the order

prepare back briefs and conduct rehearsals (optional)

prepare FRAGOs as required®

e CIMIC Staff to transfer direction & guidance from HQ G9 (from plans to ops) to
CIMIC elements

e CIMIC Staff to conduct functional area coordination IOT finalizing the
contribution to the Main Body of the OPLAN, the CIMIC relevant Annexes of
the OPLAN and the final draft of Annex W.

CIMIC (key) Outputs

e CIMIC contribution (when/ where applicable) to planning group outputs:

approved operations plan or OPORD
FRAGO'’s (as required)
deliver back briefs (optional)

29 |f applicable CIMIC staff can initiate a CIMIC related FRAGO, staffed and authorized by respective staff
authority (G3 or COS).

70



5.2.8. Fieldworker contribution to the tactical planning process

During Tactical Planning for Land Forces (TPLF), the fieldworker does not make a
specific contribution; however, on request, the fieldworker can support the staff worker.

Fieldworker-provided products, such as CIMIC reports or After Action Reports (AAR),
play a crucial role in supporting the planning process. Upon receiving a warning order,
the fieldworker initiates their own planning process at a lower tactical level.

Troop-leading procedures (for lower tactical level) Decision making

Conceptualization phase

1) Orientation
a. Mission oorientation
i. Warning order from a higher level or changed circumstances
ii. Develop own warning order
1. Start to develop time and activity schedule (assigned and
implied timings)
2. Short threat representation
3. The warning order focuses on the preparation
4. Issue a warning order at own level
b. Operations order higher level
c. (Re-)Orientation (zoom out)
i. Understand mission and intent of the higher commanders (two
levels up)
ii. Consider own role and mission within the larger context
iii. Identify relevant (f)actors/ threats within the larger context
iv. Prepare questions for clarification
d. Confirmation Brief (CB)
i. Free conversation form
ii. Possible aspects
1. What is the problem and/ or threat?
2. What is the role and effect in the higher commander’s plan
(formulate in own words)?
3. What is the essence of the commander’s intent?
4. What are the coordination requirements (with whom and
about what)?
5. What are question?
2) Mission analysis
If required, apply the three-column model (Factor, Deduction, Conclusion):
analysis leads to conclusions, which have consequences, which resulting in
(possible) actions.
a. Mission analysis
i. Assigned and implied tasks in time and space; matched to
capability and units (combat-, combat support-, combat service
support-, command support units)
ii. Update time and activity schedule
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iii. Restra
iv. Facts/

ints/ constraints
assumptions

v. Threats/ opportunities

vi. Critical
vii. Risks

aspects

viii. Formulate Intelligence requirements

ix. Coordi

nation requirements (with whom and about what)

X. Questions
xi. Visualize own mission within the larger context by means of a

sketch

xii. Formulate mission and provisional own intent
b. Initial Commanders Back Brief (ICBB)
i. Free conversational form
ii. Supported by a (operation)sketch

iii. Possib
1.

ONoOOGRWD

c. Additional wa

le aspects

Role/ task in the higher commander’s plan

Intended objective(s)

Implied task in time and space

Conditions/ information requirements

Threats, risk and opportunities

Critical aspects

Coordination requirement (with whom and about what)
Questions

rning order own level; additional information in relation to

previous warning order, further details on preparation (training, logistics,

Command an

d Control, etc.)

3) Terrain and weather, threat, other (f)actors, (own) means (TTOM)
analysis (if applicable use the three-column model)

a. Weather and terrain
General weather aspects General terrain aspects
Light Relief
Precipitation Drainage
Cloud cover Vegetation
Temperature Soil composition
Wind Infrastructure/ engineering structures
Visibility
Humidity

Military weather aspects

Military terrain aspects

Personnel

Materiel

Movements

Air operations
Observation capabilities
Command and Control
Use of CBRN/ Smoke

Obstacles

Avenues of approach and/ or withdrawal
routes

Key and decisive terrain

Observation and fields of fire

Cover and Concealment
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b. Threat
Identify the 6Ws (who, what, where, with what, when, why).
As a minimum, develop the most likely and the most dangerous threat
scenario, based on the most likely threat scenario of higher level.
c. Other (f)actors
Check whether special rules apply to:
i. Rights, obligations and/ or restrictions and/ or Rules of
Engagement (ROE)
ii. Relevant actors (i.e. 10s, GOs, and/ or NGOs)
iii. Religion and/ or local culture
iv. Local legislation and regulations
v. Media
vi. Chemical, Biological, Radiological and Nuclear (CBRN)/ Toxic
Industrial Materials (TIM)
d. (Own) Means
i. Who (unit)
ii. What (available assets, operational readiness, capacities,
training and experience)
iii. When (are assets available)
iv. What can be done with the assets (command or support
relationship)
Sub-conclusion threat, other factors and own means (TOM) to be used in next
step.

Development phase
The conclusions based on the sub-conclusion from the previous steps, lead to
1) (Possible) Courses of Action
Develop a number of possible Courses of Action, which should comply with the
following
a. Combat functions (command, information and intelligence, firepower,
maneuver and fire, protection and sustainment)
Feasible, acceptable, complete, exclusive and suitable
Time and activity schedule
Intent of the higher commander
e. Mission and (provisional) own intent
Compare the developed Courses of Action
- What risks and opportunities are related to the possible Courses of Action
- Which Course of Action offers the biggest chance of success
- Evaluate the Course of Action with own selected criteria

coo

Decision-making phase
1) Refine the chosen Course of Action in detail, the draft plan
a. Assign mission/ tasks to units
b. Determine own intent (final)
c. Develop
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2) If possible,

Draft plan (concept of operation, main effort, reserve)

Draft operations overlay supported by (operations) sketch or
scale model

Necessary conditions/ requirements to be provided by the higher
level

execute reconnaissance based on a reconnaissance plan.

Incorporate the outcome of the reconnaissance into the draft plan and/or
approve the draft plan.
3) Final Commanders Backbrief (FCBB)
a. Free conversational form
b. Supported by a (draft) operations overlay/(operation)sketch
c. Possible aspects

i.

ii.
iii.
iv.
V.

Vi.
Vii.

Threat assessment

Own intent and effect

Outline concept of operations

Identified opportunities, risks and threats

Conditions to be provided by the higher level and (additional)
requirements

Coordination requirements (with whom and about what)
Questions

4) Take decision and produce operations order.
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6. Cross-Cutting Topics and Human Security

Figure 6.1 Overview CCTs

The term Cross-Cutting Topics (CCT) refers to a range of
different topics that could affect the mission in a number of
ways, but which fall outside of the military’s primary
responsibilities. Different military disciplines, branches and
command levels may have to consider and deal with a
variety of CCTs. As described in the NATO AJP 01 (Ed F,
vs.1), the current CCTs are comprised of Protection of
Civilians (PoC), Children and Armed Conflict (CAAC),
Cultural Property Protection (CPP), Women, Peace and
Security (WPS), Conflict-Related Sexual Violence (CRSV),
Sexual Exploitation and Abuse (SEA), Combating
Trafficking in Human Beings (CRSV) and Building Integrity
(BI).

Human Security is currently a subject of development within NATO. According to
NATO’s current Human Security Guiding Principles, the focus is on the areas where
the Alliance can be the most effective: PoC, CAAC, CPP, CRSV and CTHB.30

Although the execution of activities related to the CCTs is the responsibility of the
commander and all subordinate branches and units, CIMIC (J9) has a strong link with
CCTs. Understanding the human environment (by integrating the understanding of the
civil factors of the operating environment) is one of the core activities of CIMIC. To
build this human-environment picture, CMI — the other core activity - is also of imminent
importance. Information exchange can be done with HNs, 10s, GOs and NGOs. By
collecting all information related to the CCTs, CIMIC branches and units can build that
human-environment picture in support of the commander.

CCTs

PoC: Protection of Civilians
All efforts taken to avoid, minimize and mitigate the negative effects on persons,

objects and services by own and adversary actions and to
protect civilians from conflict-related physical violence.

PoC is an overarching issue for military personnel and aid
workers. It ties closely with the Responsibility to Protect. The
most effective way to protect civilians is to bring an end to
violent conflicts, build trust and confidence of parties in
peaceful solutions, and advance peace processes and
national reconciliation. PoC focuses on three Lenses: 1:
Mitigate Harm (MH)3', 2: Facilitate Access to Basic Needs,
3: Contribute to a Safe and Secure environment.

30 Figure 6.1 displays the CCTs under the human security umbrella as yellow hexagons.

Contribute to a
Safe and Secure
Environment
(C-SASE)

Facilitate Access
to Basic Needs
(FABN)

Figure 6.2 Framework POC in Armed Conflict.
Source: NATO PoC Handbook page 8

3t Mitigate Harm is the Militaries primary focus. It is to avoid collateral damage to civilians by own actions, avoid urban battles and
improved targeting and also trying to stop adversary from committing hostile actions against civilians.
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Although MH is the lens where the military can make the difference by their own
behaviour, CIMIC observes, analyses and reports all the elements of PoC for the
understanding of the civil environment.

CAAC: Children and Armed Conflict

Protection of children affected by armed confiict.
Children are involved in and affected by conflicts in different ways. They are always
victims and need to be protected, even when they may be perpetrators of crimes.

In order to advance the goal of protecting children during armed conflict and ending
the impunity of perpetrators, the UN Security Council Resolution (UNSCR) #1612
identifies six categories of violations — the so-called six grave violations and these are
the basis of evidence-gathering. The six grave violations are Killing and maiming of
children; Abduction of children; Recruitment or use of children in armed forces and
armed groups; Rape or other grave sexual violence; Attacks on schools and hospitals
and staff; denial of humanitarian access to children.

In many conflicts, children recruited by armed groups take direct part in combat.
However, their role is often not limited to fighting. Many girls and boys are also used
in support functions that also entail great risk and hardship. Their tasks can vary, from
combatants to cooks, spies, messengers and even sex slaves. Moreover, the use of
children in acts of terrorism, including suicide bombers, has emerged as a
phenomenon of modern warfare.

Understanding who is affected and how they are affected can lead to better addressing
the specific needs of boys and girls. Therefore, a sound analysis of children’s
involvement, their needs, and rights, as well as information and knowledge exchange
with other units and non-military actors, is indispensable for a comprehensive
understanding of the civil environment.

CPP: Cultural Property Protection
To protect and respect cultural property by own actions and to avoid, as much as
possible, the risks to cultural property caused by others.

Cultural property (CP) is an important part of a people’s identity. It can reflect their
heritage, their values, and their religion. At the same time, it is very fragile and, if
damaged, might be irreparable. Therefore it requires constant and careful
consideration during a mission. Protection of Cultural Property should also pay
attention to intangible cultural heritage such as performing arts, rituals, festive events,
etc. Intangible cultural heritage is important in maintaining cultural diversity in the face
of growing globalization. An understanding of the intangible cultural heritage of
different communities helps with intercultural dialogue and encourages mutual respect
for other ways of life.

CPP refers to all measures for the protection of cultural property against damage,
destruction, theft, embezzlement, or other loss. In immovable cultural property the
term "monument protection" is used. Bound by international law and its positive
contribution to a safe and secure environment, the military, and especially CIMIC, must
take both a support position and a proactive stand regarding CPP.”
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lllicit trade in all kind of art can be a source of income for (illegal) armed forces and,
as such, is directly connected to the duration of an armed conflict.

CIMIC analysis and assessment against CP factors is an integral aspect contributing
to the understanding of the civil environment and, therefore, indispensable for the
protection of CP and, eventually, mission success.3?

WPS: Women, Peace and Security

Promotes a gender perspective, protection of and women's equal and meaningful
participation in peace processes, peacebuilding and security.

The WPS agenda of today is the product of more than a century of international
women’s peace activism. The agenda, which integrates gender perspectives and
gender mainstreaming, started with UN Security Council Resolution (UNSCR) 1325 in
2000, followed by several related Resolutions. 33

The foundation of the WPS agenda builds on two separate but equal concepts:
protection from sexual violence and increasing participation of women in all areas
(political, social, military and economic). Integrated and interconnected, these
concepts provide the baseline for gender equality.

Special attention to the role women play in the society might be an ignitor for the peace
process, provides essential information.

CRSV: Conflict-Related Sexual Violence

CRSV is frequently, deliberately and strategically used to target civilians.

CRSV is defined by NATO as rape, sexual slavery, forced prostitution, forced
pregnancy, forced abortion, forced sterilization, forced marriage and any other form of
sexual violence of comparable gravity perpetrated against women, men, girls or boys
that is directly or indirectly linked to a conflict.3*

In conflict and post-conflict settings, sexual violence is used as a tactic of war, torture,
terror, and political repression. Some groups are more vulnerable than others, such
as IDPs, widows, migrants, female heads of households, detainees, people with
disabilities, and specific ethnic and minority groups.

CRSV is not simply a gross violation of human rights but also a security challenge.
Wartime rape fuels displacement, weakens governance, and destabilizes
communities, thereby preventing post-conflict reconciliation and endangering long-
term stability.

32 E, Pandolfi, et al., (2020). ‘Safeguarding Cultural Property. Creating a NATO Information and Knowledge Management System for
Cultural Property’ NATO NEDP, pp. 21, 29 and 34.

The Security Council has adopted 10 resolutions on Women, Peace and Security (WPS): Security Council Resolutions 1325 (2000), 1820
(2008), 1888 (2008), 1889 (2009), 1960 (2010), 2106 (2013), 2122 (2013), 2242 (2015), 2467 (2019), and 2493 (2019).

34 NATO Policy on Preventing and Responding to CRSV (2021)
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CIMIC could support further collection of data and awareness raising on causalities
between gender inequalities, levels of violence against women, men, boys and girls
and the potential for violent conflict.

SEA: Sexual Exploitation and Abuse
Focuses on own behaviour - NATO prohibited its own personnel from engaging in or
facilitating any form of SEA.

Sexual harassment and exploitation have been a subject that militaries, including
NATO and organisations around the world, have had to grapple with for decades.
However, in the past couple of years, NATO has made a concerted effort to address
gender disparities and sexual exploitation and harassment.

Sexual Exploitation is defined by NATO as any actual or attempted abuse of a
position of vulnerability, differential power or trust, for sexual purposes, including, but
not limited to, profiting monetarily, socially or politically from the sexual exploitation of
another.

Sexual Abuse is any actual or threatened physical intrusion of a sexual nature,
whether by force or under unequal or coercive conditions.

‘ IN PEACETIME

The SEA policy clearly outlines
NATQO’s zero-tolerance approach and
defines unacceptable behaviours, how
to prevent them, and how Allies will
work collectively to ensure |
accountability. Member states are ‘ | o
responsible for all investigations of

sexual misconduct complaints, with TR ——
Figure 6.3 Differences between sexual harassment, SEA and CRSV

NATO itself onIy prOV|d|ng pre“mmary Source: Bi-SC 040-001, Integrating Gender Perspective into the NATO
investigations. Command Structure

The policy notes that sexual harassment and exploitation are against the inherent
principles of NATO and put the organisation and its missions at risk. Thus, the policy
ensures that possible risks are identified, analysed, and addressed in any mission
planning and that all possible efforts be made to mitigate the danger and, therefore,
become subject to CIMIC as well.

CTHB: Combating Trafficking in Human Beings
All efforts taken to prevent, mitigate, counter and respond to trafficking in human
beings.

Trafficking in human beings means the recruitment, transportation, transfer,
harbouring or receipt of people through force, fraud or deception, with the aim of
exploiting them for profit.3®

Human trafficking is not the same as people smuggling. Smugglers bring migrants
across borders for payment and with the migrants' consent. In practice, the distinction

35 Guidelines for NATO staff on preventing the promotion and facilitation of trafficking in human beings (2004)
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between trafficked and smuggled persons is often hazy or even non-existent.
Smuggled persons are often forced into slavery or servitude as they struggle to repay
the “debts” that they have incurred to smugglers/traffickers. Similarly, many trafficked
persons may be refugees and vice versa.

Human trafficking has far-reaching consequences for a person's safety and dignity.
Fragile states, forced or irregular migration, poverty, discrimination, and a lack of rule
of law are just some of the factors that act as a fertile breeding ground for human
trafficking. However, human trafficking is also a source of financing for armed conflicts
and violent extremism, which in turn can increase conflict and fragility.

Human trafficking can also negatively impact a mission’s credibility and legitimacy, the
integrity and safety of soldiers, the achievement of long-term stability, peace, and
overall mission success. Therefore, NATO must consider the different aspects of
CTHB in its missions and reinforce the efforts and commitments of other international
organisations to prevent and combat it.

A concerted and sound analysis and assessment of CTHB by CIMIC will contribute to
a comprehensive understanding of the civil environment and, thus, support the
prevention and combatting of it. Moreover, it may prevent the accidental involvement
or facilitation of NATO members in human trafficking.

Bl: Building Integrity
Promote good governance and implement the principles of integrity, transparency and
accountability.

Bl is a measure to fight corruption without reducing the efficiency of the security
apparatus. It focuses on motivation rather than punishment. The NATO Bl programme
provides practical tools to reduce the risk of corruption in the defence and security
sectors. It promotes good practices, processes and methodologies and provides
countries with tailored support to make defence and security institutions more effective
and efficient.

Corruption in the joint operation area is not only a risk for the mission personnel but
also undermines all stabilisation efforts due to its strong link to terrorism, criminal
organisations and armed opposition groups. Corruption provides resources (e.g.
financial and human) for these groups and affects the efficiency of local security forces
and governmental institutions. Fighting corruption helps to establish a safe and secure
environment. Moreover, supporting a Bl programme could increase public trust in the
mission through higher legitimacy. This means that the local population will be more
likely to accept and support the mission. These aspects will contribute to force security
and more sustainable mission results. Corruption is a major source of social unrest,
fuels regional conflict and acts as a key source of instability. There is a clear correlation
between corruption, violence and instability. The most corrupt countries in the world
often are the scene of insurgencies, extremist activity, or other threats to international
security.

Bl requires analysis capacities and progress to be assessed. Most of the Bl-related
factors are situated outside the military realm and become subject to CIMIC.
Therefore, CIMIC supports the inclusion of integrity concerns, which might be
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particularly relevant when interacting with the civil environment and have to be
considered during assessment.36

Human Security

Human Security has been around in the UN context since 1994 but mostly in a
development context. It began as an effort to move away from the dominant ‘national
security’ approach of competing states and geopolitical blocs and to present a
framework for understanding what security might mean for individuals. It aimed to
promote well-being as much as provide protection by reshaping and redirecting
security practices and resources. It's based on the idea that humans should have
freedom from fear, freedom from want and dignity.

Human Security places the human being at the centre, considering that the main
foundation of peace and security rests on satisfying the basic needs of all persons,
enabling them to fully exercise their social, cultural, political and economic rights, and
being governed by legitimate authorities. Accordingly, it includes economic, nutritional,
health, environmental, personal, community and political dimensions.

For NATO, the term human security relates to risks and threats to populations where
NATO has operations, missions or activities and how to mitigate and respond to
them.3” Human Security comes out of our PoCs concept and the idea that everything
we do needs to be population-centric. It means that NATO takes a proactive approach
to protection and that the affected people have to be at the heart of all that we do.
NATO recognises the importance of reducing the impact of its actions on civilians in
conflict zones and wherever else it may be conducting activities.

In 2022, NATO adopted a framing
document outlining its approach to
human security, bringing together
the CCTs: PoCs, CAAC, CRSV,
CPP and CRSV, as well as an
overarching gender perspective.
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Figure 6.4. NATO’s Human Security Umbrella
Source: NATO Secretary General’s Annual Report 2022

Cultural Property Protection

International Humanitarian Law

Fieldworker: CCT and understanding the civil environment

36 Building Integrity (Bl): A CCOE fact sheet. (n.d.). CIMIC-COE.Org. p. 2. Retrieved 20 April 2022, from https://www.handbook.cimic-
coe.org/8.-annex/8.2-factsheets/final-ccoe-factsheet-building-integrity.pdf

37 NATO Human Security- Approach and Guiding Principles, (2022)
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As a fieldworker, you will play an important role in building an understanding of the
civil environment. The main role is collecting information from the local population and
partners. Focusing on CCTs will provide you with a wide range of topics important for
creating an understanding of the Civil environment. Especially those CCTs mentioned
in the mandate of the exercise or in the Orders should be paid extra attention to.
Reporting forms used for this purpose can be owned, nationally developed, or the
forms available in the CIMIC Handbook.

The reporting of observations that the fieldworker produces serves three important
purposes. Firstly, the observations serve to supplement and strengthen the
Understanding of the Civil Environment. Secondly, the observations can be used to
inform HNs, 10s, NGOs, and other humanitarian players in the mission area about
CCT-related aspects that require attention. Finally, the reports of the observations can
be used as battlefield evidence for possible future legal charges against violators of
the IHL or LOAC.

A Fieldworker does not play an active role in the unit's planning; however, to
understand the mission's tasks and objectives, the fieldworker should have knowledge
of the Ops order and/ or Joint Coordination Order (JCO) as well as additional FRAGOs.
This includes not only the CCT-related assignments but also the unit's general
mission. The main Annex for CIMIC-related tasks and information is Annex W.

Participate in the development of a Cultural Property List and Critical National
Infrastructure List, Partners/ Contacts (10/ GO/ NGO) list,

Background documents: See the overview under the Staff Workers Chapter.
Staff worker: CCT in plan development and execution

In general, J9 will ensure that CCTs, although a whole HQ responsibility, are duly
considered during the whole planning process, identifying and assessing all possible
impacts the emerging crisis and its actors, as well as its own operations, may have on
CCTs.

During the Strategic Plan Development, J9 staff will have to facilitate the consideration
of CCTs in all stages and products of planning, ensuring CCTs are covered by all OAs
and OEs. If required, dedicated Annexes for CCTs might be developed in exceptions.

During Phase 4A, the Operations Plan Development, the focus should be on ensuring
CCT requirements are considered in operational actions and covered by the
achievement of defined operational effects; if additional information is required, the
JOPG should evaluate the by the CIMIC Staff developed Annexes/ appendixes. The
Staff worker is participating in the development of Annex W and additional appendixes
focussing on CCT related content.

During Phase 5, Execution, the Staff worker continuous the development of
Understanding the Civil environment. The Staff worker participates in relevant Working
Groups and boards (Joint Targeting Coordination Board, Joint Defended Assets
Working Group, Force Protection Working Group and others if required) with special
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attention to relevant information related to the CCTs. If required, the Staff worker will
participate in the Crisis Action Team during crisis and time-sensitive action.

For details about planning, see Chapter 5 of this handbook
Relevant documents

PoC

e PO(2016) 0407 NATO Policy for POC dated 9 July 2016

e PO(2017)0055 Action plan for the implementation of the NATO policy for the
protection of civilians dated 6 Feb 2017

e MC 0668 Concept for the Protection of Civilians dated 25 April 2018

e BI-SC Dir 086-006: Implementing protection of Civilians in NATO operations,
missions and activities dated 14 Sept 2022

e PoC Handbook dated 2019

CAAC

e NATO Policy on Children and Armed Conflict dated 12 July 2023

e PO (2015) 0165 Final Approval of prot. CAAC Way Forward dated 27 May 2015
e MCM-0104-2015 action plan

e MCM-0016-2012, Children and Armed Conflict (CAAC), dated 10 July 2012

e BI-SC Dir 086-004 Children And Armed Conflict dated 10 June 2016

CPP

e BI-SC Dir 086-005, Implementing Cultural Property Protection in NATO
Operations and Missions dated 01 April 2019

¢ N.b. Own policy for CPP is expected in mid-2025. Until then the PoC policy, Action
plan and Concept are the placeholders.

WPS

e NATO Policy on Women, Peace and Security 2024 dated 11 July 2024

e PO(2021)0336 NATO/EAPC Action plan for the implementation of the
NATO/EAPC Policy on Women, Peace and Security 2021 - 2025 dated 21 Oct
2021

e BI-SC DIR 040-001(Rev.3), Integrating Gender Perspective into the NATO
Command Structure dated 20 Oct 2021

CRSV

e PO(2021)0190 NATO Policy on Preventing and Responding to CRSV dated 31
May 2021

e MCM 0009-2015, Military guidelines on the prevention of, and response to conflict-
related sexual and gender-based violence

e BI-SCDIR 040-001 (Rev.3), Integrating Gender Perspective into NATO Command
Structure dated 20 Oct 2021

CTHB
e NATO Policy on Combatting Trafficking in Human Beings dated 12 July 2023
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SEA
e PO(2019)0459(INV) NATO Policy on Preventing and Responding to Sexual
Exploitation and Abuse dated 20 November 2019

Bl

e PO(2016) 0310 NATO Building Integrity Policy dated 19 May 2016

e IMSM-0122-2021 NATO Building Integrity action plan for 2021 - 2025 dated 25
May 2021

e PO(2021) 0050 Action plan 2021 - 2025

e MC 0697 Mil Concept for Bl in operations dated 12 Feb 2021

e ACO directive 086-005 Implementing Bl in Operations dated 01 Feb 2019
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7. Resilience

7.1 Definition of Resilience

Resilience is commonly understood as the underlying ability to withstand or overcome
(abrupt) crises and shocks and thus maintain essential functions. Resilience is an
essential basis for credible deterrence and defence. NATO considers strong societies
as the first line of defence, and as a necessity for a successful military operation. As
today's societies are highly complex systems based on the functioning of critical
infrastructures, societal resilience, as a cross-cutting aspect of all elements of
resilience, became the new focus of NATO’s resilience agenda.

Despite this focus NATO does not have an official definition of resilience yet. There is
a basic agreement on what resilience means for NATO, though. In the AJP 3.19
resilience is defined as: “[...] the ability of an entity to continue to perform
specified functions during and after an attack or an incident.” (AJP 3.19/1.12)

The following graphic developed by ACO illustrates this. Resilience in this context is
an adaptive process in which the system's performance is defined by absorbing
strategic shocks with minimal impact (Capacity Gap). At the same time, essential
functions of the system are maintained at a sufficient level to restore functionality in a
reasonable time (1) and at a reasonable cost. While preparation for strategic shocks
is integral, these shocks are usually unpredictable and unavoidable. Therefore, a
resilient system focuses specifically on managing the consequences of a shock and
isolating the event from the function of the overall system. In the final phase, the
system evolves and adapts, increasing its capacity (capacity increase) to withstand
future similar strategic shocks.3® In several speeches, articles and lectures, the final
phase described above is strikingly formulated as the "bounce back" effect. ° This
term is taken from the general resilience literature.*°
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Figure 7.1 NATO'’s strategic resilience concept
Source: ACO Interim Direction and Guidance for Resilience through Civil Preparedness

Therefore, the working definition is: “Resilience refers to the ability of a society to
withstand strategic shocks and to recover easily and quickly from them.

38 Allied Command Operations, 2019, p. 7
39 Roepke, Thankey, 2019, pp. 2-8.; Stoltenberg, 2020, p. 3; CCOE, 2018, p. 5
40 Smith et al., 2010, p. 194
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Resilience combines civil and societal emergency preparedness as well as
military capabilities”.

7.2 Layered Resilience
7.2.1 The Layered Resilience Concept

The key focus of the concept is on military resilience, and its overall aim is to increase
understanding of military resilience and its interdependencies with civil resilience.
NATO requires a better understanding of its military resilience, starting with defining it
as a layer of the broader alliance resilience, to create an assessment of critical
shortfalls and associated risks for the Alliance, and to acknowledge and highlight the
reliance of the MIoP on the civil resilience layer.

\, Layered Resilience Concept (LRC) -

) NATO Military Resilience Risk Assessment (NMRRA) N

/ Reinforced Resilience in Training and Exercises >
Day Zero Integration (DZ-I)

NATO Warfighting NATO Warfare
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(NWCC) Agenda (WDA)

i N e — NI oy
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Transport Systems kand recover rapidly from strategic shocks.
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Military Infrastructure

Figure 7.2 NATO's Layered Resilience
Source: NATO Joint Warfare Centre

7.2.2 Layers of resilience

- Military resilience conveys those ready forces and capabilities and
redundancy that the MIoP requires to ensure its ability to absorb shocks,
provide for early resistance and fight through.

- Civilian resilience stands for the civil ability to deny competitors the ability to
unlock civil vulnerabilities and overstretch the MIoP, as well as those forces and
capabilities that MIoP is expected to use to support of civilian society in the case
of natural or man-made disasters, as well as to shield the society from the
malign activities of competitors.
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- Military-civilian resilience is the 3™ and interdependent layer and refers to
those plans, processes, and connections that must be in place to ensure that
civilian support and infrastructure, transport and logistic supplies are a strength
rather than a vulnerability.

7.3 Seven baseline requirements

NATO helps Allies build resilience. At the 2016 Warsaw Summit, allied leaders agreed
to boost NATO'’s resilience to the full spectrum of threats and further develop their
countries’ individual capacity in conjunction with NATQO’s collective capacity to resist
any form of armed attack. They agreed on the 7BLRs for national resilience against
which allies can measure their level of preparedness.

These baseline requirements reflect the three core functions of civil preparedness that
must be maintained even under the most demanding conditions: continuity of
government, essential services to the population, and civil support to the military.
These three core functions and the 7BLRs are all connected. This means, that if one
area is impacted, another may be affected as a result. For example impact on the
energy supply may affect ability to deal with mass casualties and other disruptive
health crises.

BLR 1 - Assured continuity of government and critical government services
The essential purpose is to ensure the ability to make decisions, communicate them,
and enforce them in a crisis. This requirement combines several key objectives.

1) A formalised plan for the continuation of government operations including the
succession of political leadership, delegation of powers and the prioritization of
key government institutions to maintain essential functions (military, food,
water, transportation, infrastructure, medical, industrial, etc.).

2) Effective and trustworthy public crisis communication. National crisis
management measures need the population’s support to be effective. Crisis
communication is crucial to achieve this public acceptance, but to do so ‘trust’
of the people is crucial.

3) Educated and trained civilian and military personnel, able to operate critical
infrastructure and restore it when damaged by enemy attacks. Permanent
disabling of critical infrastructures could lead to public demoralisation and loss
of support for the government. Ultimately, this will hinder an effective defence.

4) A robust and self-sufficiently operating crisis management centre to ensure a
civiian command and control capability. The facility needs to be protected
against a range of threats (kinetic strikes, CBRN or cyber-attacks).

BLR 2 - Resilient energy supply

Energy is a fundamental enabler of military capability, and therefore a critical factor in
the military operations. The ability of NATO to protect and sustain the power necessary
for its operations, depends on the assured delivery of energy no matter the distance,
terrain or adversarial actions.
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To minimise the negative effects of an energy supply crisis, five objectives must be
met.

1) Secure access to reliable energy sources. Spreading risks by diversifying of
routes, suppliers, and resources increases reliability in times of crisis.

2) The existence of robust and sustainable redundancy systems helps to minimise
the damage in the event of a failure. This includes crisis management plans
and trained staff to operate them.

3) Knowledge of critical points in supply chains, the dependencies on (possible
foreign) energy suppliers, and the interdependencies between the energy
sector and other sectors are essential to plan and prioritize crisis measures
effectively.

4) Rapid access to secure information is critical for obtaining a shared overview
of the developing crisis and the measures taken by all stakeholders involved.
Information sharing processes should be in place, authorizations managed,
protocols should be clear to all involved, and information systems should be
accessible on a need-to-know basis.

5) Identification of the risks and opportunities that emerging technologies* may
have on the resilient energy systems. Older systems can get disrupted by new
technologies, but the development of new technological solutions can also
really take off during longer-lasting crisis situations (e.g. autonomously
operating micro grids).

BLR 3 - Ability to deal effectively with uncontrolled movement of people

Mass movement management is important for the military. Military forces may be
involved in assisting to refugees and managing their safe passage to areas where they
can receive aid and protection. Effective management of the people’s mass movement
can help prevent the spread of disease, alleviate suffering, and reduce the risk of
violence or conflict. Maintaining stability in affected regions also contributes to the
safety and freedom of movement of military personnel and the civilians.

Two goals are central.

1) The existence of a national plan that enables the responsible civilian authorities
to ensure the ability to anticipate, monitor, de-conflict, and effectively deal with
sudden and/ or protracted uncontrolled movement of people, from within and
from outside the national territory. This includes a mass influx of people
exceeding 2% of the national population, through civil and military contingency
arrangements, capabilities and surge capacity. This plan should contain the
provision of food, water, shelter, transportation, medical facilities, security, etc.

2) Civilian-military coordination and planning allowing safe transit of refugees
along relevant transport routes, not impeding military forces or being subjected
to military violence.

The people’s mass movement can be influenced by a number of factors:
1) the motivation for the mass movement (e.g. natural hazards, conflict, economic
disparities, political instability, lack of safety);
2) the situations people encounter while being on the move (e.g. availability of
safe routes, food and water, risk of exploitation, spread of extremism);

4l New emerging technologies such as artificial intelligence (Al), autonomous weapons systems, big data, biotechnologies and
quantum technologies are changing the world and the way NATO and its member states operate. NATO, 2021, p. 1
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3) the involvement of external actors (e.g. the policies of neighbouring countries,
or the support of international organisations).

BLR 4 - Resilient food and water resources
In order to ensure the supply of water and food, three objectives should be met:

1) a system to identify and report contamination of water and food;

2) a plan to ensure that food and water supplies are available from alternative
sources;

3) a comprehensive contingency plan that takes into account the loss of some of
the required manpower, expert capacity, and necessary resources to produce
water and food to maintain supplies. Sectoral interdependencies with the
energy supply and transport, as well as the control of central functions of the
supply system by foreign owners, should also be included in the planning.

BLR 5 - Resilience to deal with mass casualties
In order to be prepared for mass casualty incidents, NATO nations should observe five
core objectives.

1) Building resilience through civil preparedness to deal effectively with mass
casualties, i.e., sufficient personnel and surgical capacity, availability of
transportation, taking into account religious aspects of burials, etc.

2) An early warning and reporting system should be operational to alert the
population, national service providers in the field, critical infrastructure
operators, and the military.

3) A database should be created to monitor civilian medical capabilities (number
of hospital beds, personnel, medical equipment, isolation units, laboratories,
transport and evacuation capabilities, etc.). If available, military capabilities can
be added. This database should be updated frequently and contain real-time,
reliable information about healthcare capabilities throughout the crisis.

4) Civil-military plans must be in place to allow for the continued operation of all
medically relevant services.

5) Each state should have robust national supply lines for medical supplies. In this
context, existing supply chain vulnerabilities should be included in the analysis
to ensure the best possible preparedness.

In addition to the physical aspects other factors may have a direct impact on the
military operation. There may be emotional and mental health consequences, for
example, if people can't bury their lost loved ones or don't want to confirm their deaths.
These secondary effects can delay the recovery process and undermine community
resilience to return to a state of normalcy and be resilient.

In the CIMIC estimate not only the mass casualties need to be addressed, but also the
effects on the population and on societal resilience. The impact on the military
operation (not only from J9!) is to be taken into account when advising the
commander.

BLR 6 - Resilient civil communications systems
A central component in supporting of resilience is the access to and maintenance of
communications.
1) Access to secure, reliable communications infrastructure is of paramount
importance both in times of peace, crisis and conflict under all possible threats.
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Access to the communications infrastructure needs to be prioritised in order to
ensure command and control capability.

2) Communications infrastructure needs to be protected against intrusion,
disruption, degradation, or interference in order to provide sufficient services
HN functions and NATO C4ISR.

3) Robust redundancies are essential in order to be able to respond quickly to
failures in telecommunications technology. Particular attention will be paid to
the risks posed by new technologies, especially where any critical components
of the system are under foreign or private control.

BLR 7 - Resilient civil transportation systems
Civil transportation infrastructures and systems are crucial to both civilian use and the
military’s ability to manoeuvre through its area of operations.

1) National regulation needs to set priorities in the area of transport in the event
of a crisis or conflict. This needs to ensure that NATO forces can cross the
borders of Alliance member states and transit its territory quickly and effectively.
It also ensures the necessary movements to realise other BLRs (e.g. food and
water supply).

2) National regulations need legal enforcement.

3) Military use of civil transportation infrastructure and systems requires planning
for. CIMIC-planners should coordinate with other staff SMEs (a.o. MOVE,
ENGR, MED), taking into account general operational factors (available
personnel, strategic lift capacity, multimodal transportation connections, etc.)
and factors specific to the type of transportation used.

4) Civil-military planning is needed to establish HNS and ensure the military use
of civil transportation systems.

7.4 Resilience in CIMIC
In order to meet these basic requirements, it is vital that the nation has a strong societal
resilience. The three most critical basic conditions are:
1) a strong democratic basis combined with a high level of trust in the government;
2) well-informed and resilient citizens;
3) increased critical thinking in order not to be vulnerable to political and economic
pressure, or even coercive manipulation.

Although NATO's role in building societal resilience is limited, NATO can support the
member states with the help of the means at its disposal. CIMIC's role in promoting
societal resilience is primarily of a supportive nature.

7.4.1 Perspectives

- Strategic level perspective
o Ensure information on the allied states' ability to resist and recover from
a major shock, and advise on the impact on SACEURs AOR and on the
military operation.

- Operational level perspective

o Focus on civil preparedness against armed and hybrid attacks,
disruption of national critical infrastructure, economic shocks and natural
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disasters and its implications on the military mission. J9 is in lead on
coordination in the Headquarters through the RtCP community of
Interest and normally leads the Resilience Impact Coordination Meeting
(RICM) other J-Codes are in support.

- Tactical level perspective
o Focus on in space and time limited impacts in your Area of Interest (AOI)
due to shortfalls in one or more BLR. Provide ‘real-time’ information on
selected aspects of the civil environment and be alert on the lack of
resilience resources.”

7.4.2 Stakeholders
There are three important civil stakeholders*? in NATO resilience.

Government and public administration
The primary responsibility for building resilience lies with a nation’s government.
1) To constitute a legal and institutional framework for crisis management;
2) To provide and coordinate the distribution of all resources needed for crisis
preparedness and direct crisis response.*
3) Active communication is essential to ensure that citizens receive accurate
information to prepare themselves for risks and know what to do during a crisis.
Crisis communication increases trust in the government and its actions and
inhibits disinformation campaigns.*

Private sector

Resilience also depends on the private sector. Private sector companies operate the
vast majority of critical infrastructures in society and produce the goods that keep daily
life running. NATO relies on both in support of its deployments in various countries.

Society
Most of today's threats are aimed at damaging or destabilising our societies. A

resilient population is the first line of defence against these threats. Even with plans
and policies in place, the nation's resilience will be low if the population is not informed
or prepared to deal with crises. It is important to assess whether the population has
been involved in promoting national resilience through information campaigns, civilian
training, or educating children in schools. Effective crisis communication during an
event should align with previous information for maximum effectiveness

42 See Chapter 4 for the description of the relevant actors.
3 Garriaud-Maylam, 2021, p. 4
4 Garriaud-Maylam, 2021, pp. 4
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